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CHANGE HISTORY SECTION

Version/ | Revision Date Description Of Change QA Approved Date
Revision
9.3 5/27/2011 General:
1 Removed Latent functionality that will

Section
1

Section
1

Section
1

Section
1

Section
1

not be carried forward in NGI: CFS,
ELR, NAR, LSMQ, & LSMR, ULAC.

Reworded Section 3.4.2 Latent Print
Investigation for the added NGI
functionality and changes being
made.

Added more wording to new
functionality being offered by NGI

Updating certain places to be
conformant with ANSI/NIST-ITL 2011.

Updated functionality being offered in

NGI Il ncrement 3 by
Capabilityd to O6NG(
those items.

3.1.1:

NGI will be enrolling palmprints and
supplemental fingerprint and
palmprints included on Tenprint
Identification Submissions

3.1.2:

NGI will be allowing additional record
types on the Latent Identification
Submissions, taking over functionality
of CFS & ELR

I ncluding 6inconcl
be returned

3.1.3:

Expanding RPIS to be used by CBP
for rapid searching of the criminal
repository.

3.1.3:
Including in the response to CBP

rapid search only

3.3.1:

Updated IRQ/IRR/ISR to include the
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Revision

Revision Date
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QA Approved Date

new image sets being made
available: Palmprint and
Supplemental image sets.

Section 3.3.2:

1 Adding new TOT BATQ/BATR for
Audit Trail Retrieval of the new image
sets.

Section 3.4.2:

1 Added the repository selection, NDR,
of criminal and/or civil for Penetration

Query (LPNQ).

1 Expanding LFIS/LFFS/SRL with the
new functionality being offered by
NGI. Major change is searching each
event print to give more accurate
results. Including this additional
information in the search results.

Section 3.4.3:

1 Included the option to select the
repository (NDR) for the statistics

query (LRSQ).

Section 3.5.1:

1 Expanding the ULM to include when a
biometric decision of an IDENT from a
contributor that is not the owner of the
unsolved latent print along with
additional matched image sets being
returned.

Section 3.6.3:

1 Adding new BDEL/BDELR TOT for
deletion of palmprint and
supplemental image sets previously
enrolled by owner.

1 Adding new BDEC/BDECR TOT for
biometric decision request which will
aid in tuning the NGI matcher
accuracy.

1 Expanding the FIS TOT to support
enrollment of palmprint and
supplemental image sets.

Appendix C:
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1 Redefined FBI Number to use UCN

1 Increase maximum occurrences of
the NDR field

T Added O6inconcl usi Vv
1 Added new values to IMT
1 Added new fields:

0 ATRT Audit Trail Record

0 BIAT Biometric Available

o BID 1 Biometric Image
Descriptor

o BSIi Biometric Set Identifier

0 CNL T Candidate
Investigative List

o EVIi Event Identifier
NIR T Number Images

Requested

o PPD i Print Position
Descriptor

o0 ULRT Unsolved Latent
Retain

Appendix J:
1 Including complete definition of the
Opublicdé templ ate

the Extended Feature Set.

Appendix M:

1 Removed messages that will not be
returned by CJIS.

Appendix N:
1 Added user defined field for
describing source of image
o ISC

Appendix P:
1 Adding complete definition of
Fingerprint Image Set, Palmprint
Image Set, and Supplemental Image
Set

1 Including examples of transactions,
updating figures

Appendix Q (new):
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Revision
1 Adding Type-15 Definitions
Appendix R (new):
1 Adding Type-13 Definitions
Appendix AC:
1 Adding/removing acronyms as
necessary
9.2 1/14/2011 General:

1 Removed all references to the
document versions and added a
separate listing of all the documents
referenced in the standard.

91 Fixing clerical errors.

1 Adding new services now offered by
CJIS/IAFIS.

1 Expanding definitions for new
services to be offered by NGI.

Table of Contents:

1 Corrected figure numbers and page
numbers for figures in Appendix P

Section 3:

1 Removed references to Palmprint
Search and Supplemental Fingerprint
and Palmprint Search as those will be
covered under the enhance Friction
Ridge Search.

1 Moved section on Palmprint and
Supplemental Fingerprint and
Palmprint submission to newly
created Appendix P along with
expanding on CJIS expectations of
how to submit those image sets.

1 Expanded several sections with more
detail of what NGI will be offering as
design moves forward.

1 Adding wording to the following TOTs
that they will not be carried over into
NGI: CFS, ELR, NAR, LSMQ, &
LSMR, ULAC.

Appendix B:
9 Clarified wording on the DAT 1.005
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field as date transaction was
submitted.

1 Added XML encoding namespaces
for Type-1 fields.

1 Corrected sample column entries in
Table B-1

Appendix C:

1 Added XML encoding nhamespaces
for Type-2 fields.

1T Removed the 6éMax
column from Table C-1

1 Corrected sample column entries in
Table C-1

Appendix D:
1 Added rows for GEO Locator fields
1 Added column for the new services:
o FVR
Appendix E:

1 Added rows for GEO Locator fields

1 Ensure that all tables in appendix
have the same fields listed

1 Added column for the new services:

o ERRR

1 Removed the following TOTs due to
duplication:

o0 ERRI
Appendix F:

1 Corrected wording for the addition of
the new section for Mobile ID.

1 Added language concerning
grandfathering of SAP level 10 and 20
acquisition devices procured for RISC
pilot

1 New devices procured after January
1, 2012 will be subjected to minimum
SAP level 30 requirement

Appendix J:
1 Added XML encoding namespaces

for Type-9 fields.
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Revision
Appendix L:

1  Correct number of records expected
for different transactions.

1 Reorganized Tables L-3 & L-4 to
allow for more modalities along with
breaking them into more tables for
easy of reading.

1 Added Table L-5
Transaction/Response/Error TOT
Correspondence

Appendix P (NEW)

1 Added more detail about how to
submit Palmprint Image Sets and
Supplemental Fingerprint and
Palmprint Image sets.

9.1 1/29/2010 General:

1 Changed all references to the
ANSI/NIST standard to the ITL-2007
version.

1 Ensure all wording, definitions, and
descriptions are consistent with
ANSI/NIST-ITL 2007.

1 Removed Future Capability TOTs
where design has not started for
those messages.

Section 3:

1 Changed RISC Notification to
Unsolicited Hit Notification and
assigned it TOT UHN.

1 Reworded text for RPIS, RPISR, and
UHN TOTs to align with NGl
Increment 2 design.

1 Renamed LFIS & LFFS to Latent

Friction Ridge Image Search & Latent
Friction Ridge Feature Search.

Appendix C:
1 Added new elements:

o SllI, 2.2023 7 Supplementary
Identity Information initially
used for RPISR TOT
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Indicator initially used for
UHN TOT

1 Updated element descriptions to
reflect NGI Increment 2 design:
0 ACN, 2.071 - Action to be
Taken
o CRI, 2.073 - Controlling
Agency Identifier
o ERS, 2.075 - Electronic Rap
Sheet
o NOT, 2.088 - Note Field
0 RAP, 2.070 - Request for
Electronic Rap Sheet
0 SRF, 2.059 - Search Results
Findings
91 Included definition for missing
element:
0 SLE, 2.0557 Custody or
Supervisory Literal
o ITD. 2.05871 Image Record
Type Desired

1 Updated definitions:

0 TSR, 2.0431 Type of Search

Requested

T Added DoD6s
as Future Capability for Mobile 1D

Appendix D:

1 Added row for new SllI element

1 Added/Changed elements to existing
TOTs:

o RPIS
o RPISR
o ITD

1 Corrected values for elements of

existing TOTs that were represented
incorrectly

1 Deleted column for FVR

defini

Appendix E:
1 Added new column for UHN TOT
1 Added row for new HTI element
9 Corrected values for elements of

existing TOTs that were represented

incorrectly
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Revision
Appendix I:

1 Corrected values for elements of
existing TOTs that were represented
incorrectly

Appendix J:

9 Corrected definitions to line up with

how IAFIS processes Type-9 records
Appendix L:

1 Added data to tables for NGI
Increment 2 design

1 Adjusted number of record types for
TOTs as necessary

1 Added new fields to Tables L-1, L-2

Appendix O (NEW)
1 Added NCIC POB Code Table
Appendix AC

1 Added acronyms for NGI Increment 2
design

1 Corrected acronyms that had the
incorrect description

9.0 9/8/2009 Reorganization of document into the NGl

Core User Services:

9 Identification Service
Verification Service
Information Service
Investigation Service
Notification Service
Data Management Service

=A =4 =4 =4 =

Removed all TOTs from
sections until such a time as design has been
completed and decision on which TOT will be
used.

3.1.6:

1 Added new section for Card Scanning
Service (CSS) TOTs.
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3.4.5:

1 Added new section for Biographic
Investigation Submissions, includes
new TOTSs: Electronic Subject Search
(EQHR, EHRR, EQER, & EQRR).

Appendix A:
1 Reformatted Table A-1
1 Added new Tables A-2 & A-3

Appendix B:

i Table B-1 for Type 1 record elements
was replaced with previous versions
table.

Appendix C:
1 Added new elements:

o CIDN, 2.2022 1 Contributor
Assigned Identification
Number for the EQHR TOT

1 Updated elements:

0 NCR, 2.079 1 Number of
Candidates/Images Returned
for EQHR TOT

Appendix D:
1 Added new columns for EHRR,
EQER, EQHR, EQRR, & RPISR

1 Added/Changed elements to existing
TOTs:

0 ULM: optional 2.060, MSG

Appendix L:
1 Updated Element Name:

0 NCR, 2.079 1 Number of
Candidates/Images Returned
for EQHR

1 Added New Element:

o CIDN, 2.2022 1 Contributor
Assigned Identification
Number

1 Added new Transaction to Recordset
Summary Tables:

0 External Query History
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Request
o External Query History
Response
Appendix M:
1 Removed Error Codes no longer
being used:
o L0069, S0006, W0009, &
w0010
Appendix AC:

1 Added new acronyms:

o CIDN, EHRR, EQER, EQHR,
& EQRR

1 Updated acronym name:
o NCR
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PREFACE
How to Use This Document

This section briefly describes the parts of this document and shows how the user can
utilize the document in an efficient manner.

U Section lintroduction This section explains why this document wesated, brief
descriptions of the specification, and the elements that are commonly used.
Section 2Scope This section explains the scope of this documenttanqirpose.

U Section 30perational Concept3his sectiordescribeshe User Services beingfefed
by Next Generation Identification (NGI).

U Appendix A:Transaction Response Timdsis appendix briefly presents priorities for
each transaction type and response times for the transaction described in this document.

U Appendix B:Descriptors And FieldEdit Specifications For Typé Logical RecordsThis
appendix describes the field list for Tyfpieecords (Header Information).

U Appendix C:Descriptors And Field Edit Specifications For Ty®é&ogical RecordsThis
appendix contains the definitions of tislused for the Typ2 records (Transaction
Descriptive, Demographic, and Biographic Information).

U Appendix D:Summary Logical Record Layouts For Typddentification And
Verification TransactionsThis appendix contains a summary of Typéelds for the
Identification and Verification User Services transactions.

U Appendix E:Summary Logical Record Layouts For Typénvestigation, Information,
and Notification Transaction$his appendix contains the summary of Tygields for
the Investigation, Informteon, and Notification User Services transactions.

U Appendix F:CJIS Image Quality SpecificationBhis appendix gives the Integrated

Automated Fingerprint Identification System (IAFIS) Image Quality Specifications for

fingerprint scanners, both for tradgitn al r ol |l ed prints and Al den

and Fast Track Certification procedures.

Appendix G:ReservedThis appendix is currently Reserved for Future Use.

U Appendix H:Descriptors And Field Edit Specifications For Typéogical Records.
This appendix presents the Typd&Tenprint Fingerprint Card Images) logical record
field list, including descriptors and edit specifications.

U Appendix I:Summary Logical Record Layouts For Typdéata Management
TransactionsThis appendix presents a sumgnaf Type2 record layouts for Data
Management User Services transactions.

U Appendix J:Descriptors And Field Edit Specifications For Ty@éogical RecordsThis
appendix gives the Typ@ (Fingerprint Minutiae Information) logical record field list,
including descriptors and edit specifications.

U Appendix K:Descriptors And Field Edit Specifications For Typ@ Logical Records.
This appendix details the Ty{d® (Photo Images) logical record field list and the F¢pe
(Photo) transaction field list&\ppendixK also gives considerable detail concerning
photos and Type descriptor information for Scars, Marks, and Tattoos.

:

r C
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Appendix L:Summary TablesThis appendix provides a complete crosterence of
elements and their tag numbers and lists logical recotdrezgents for each transaction
type.

Appendix M:Transaction Error Messagé&dis appendix contains error message details
Appendix N:Field Edit Specifications For Typ®4 Logical RecordsThis appendix
provides definition descriptors and field editsTgpe-14 Variable Resolution Fingerprint
Image Record

Appendix O:NCIC POB Code Tablél'his appendix contains codes applicable to place
of birth and citizenship, and displays allowable codes for each.

Appendix P:Specifications For Transmitting Palmpri®tad Supplemental Fingerprints
This appendix contains the recommendations for submission of palmprints along with
supplemental fingerprint and palmprintages

Appendix Q Descriptors And Field Edit Specifications For Type Logical Records.

This appendi contains the detail of the Tydé, Palmprint, record type elements.
Appendix R: Descriptors And Field Edit Specifications For F¢fd ogical Records

This appendix contains the detail of the Tyl Friction Ridge, record type elements.
Appendix AC:Acronyms.

For example, to obtain information for sending a Criminal Tenprint Submission, (Answer
Required) (CAR), refer to Section 3 for CAR definition, Appendix B for T¥degical record
field list, Appendix D for the Typ@ CAR transaction field lisend Appendix C for field
definitions.
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INTRODUCTION
1.1 Background

For nearly 100 years, fingerprint cards have been accepted as the standard means for recording
and storing fingerprint identification datver that period, the content, format, and quaft
fingerprint cards have been revised and refik@ugerprint cards have evolved into an accepted
international standard for the exchange of fingerprint, identification, and arrest data between
criminal andnoncriminaljustice agencies.

Historically fingerprint cards were physically transported and processed; therefore, substantial
delaysoccurredn the identification cycleThe Integrated Automated Fingerprint Identification
System (IAFIS) was developed to support the paperless submission of fingi@fprmation.

This improved the speed and accuracy of the fingerprint identification praxeéksas nearly
eliminated the need for contributing agencies to create and transport paper fingerprint cards to
the FBI.As Next Generation Identification (NGegins to replace parts of IAFIS, contributors
will see improved speed and accuracy of the fingerprint identification process alorigewith
addition ofother biometric capabilities.

In support of the development of the CJIS/NGI and in accordance wite¢bmmendations of

the CJIS Advisory Policy Board (APB) Identification Services Subcommittee, the FBI has
developed a standard for electronically encoding and transmitting fingerprintsimage
identification, and arrest dathat extends the ANSI/NISTTL standardANSI/NIST-ITL was
established in conjunction with the National Institute of Standards and Technology (NIST) and
the fingerprint identification community.

The original intent of the AN@NIST-ITL standard was to define the content, format, @amts

of measurement for the exchange of information that may be used in the fingerprint identification
of a subjectThe ANSINIST-ITL standard was intended for use in the interchange between
criminal justice administrations or organizations that usewnrated Fingerprint Identification
System (AFIS) and to provide a common interface for other AFIS and related systems
worldwide.The most recent update of the ANSI/NIFIIL standard includes new record types to
facilitate data sharing fadditionalbiomeric modalities andhasaddedinformation regarding
additional biometric modes, such as palm, facial, and iris recognition.

While the aforementioned ANSNIST-ITL standard provides the guidelines for the exchange of
biometric information between variotederal, state, local, tribal, and international systems, the
F B | EBESdefines requirements which agencies must adhavben electronically
communicating with the CJIBivision. TheF B | EBES and its future revisions will inherit the
basic requiremestfor logical records set forth in the ANSIST-ITL standardHowever, the
FBI-specific requirements for the ANSI/NISTL implementation of logical records/pe-1
(Header Information)Type-2 (Transaction Descriptive, Demographic and Biographic
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Information), Type-4 (Fingerprint Image Descriptive InformatioMype-7 (Tenprint Fingerprint
Card Images)Type9 (Fingerprint Minutiae Information)Type10 (Photo Images)Type 13
(Latent Friction Ridge Images)ype 14 (Variable Resolution Fingerprint Image$ype-15
(Palmprint Images)Type-17 (Iris Images)and other record types are contained ia BHBTS.

The CJIS Division will be using NGI to move toward a system that will contain biometric and
biographic profiles of the subject records in its datab&#8swill evolve over time as there will

be incremental deliveriestmthe CJIS IAFIS systenT.his will allow the FBI to move toward a

capability that will facilitate multimodal biometric searching of its databa3esugh
fingerprints will continuetobe he FBI 6s pri mary mode of identif
FBI EBTS document describes the technical specifications for the submission of the additional
biometric modalities to provide this future multimodal biometric search capaBisitiGl

evolves, CJIS will be introducingnhancements M/eb Services anthe EBTSXML schema.

The XML schemalement names and mapping to legacy elemeititbe providedin this

standard and further expanded in the appendices.

1.2 File Format

EBTS defines the compdain of the records comprising a transaction that is transmitted to

another site or agency. Certain portions of the transaction shall be in accordance with definitions
provided by the receiving agency. All records in a transaction shall pertain to a single

subject Biometric data used to identify another individual requires a separate trans#ction.
transactiod is comprised of records. All of the records belonging to a single transaction shall be
transmitted together. There may be multiple records iars#ction of each record type other

than Typel. The only required records are Typ@and Type2, which are used to describe the
transaction and the subject. There shall be at least one data record accompanying a Record Type
1. The maximum number of recarth a transaction is restricted to 1000.

In order to ensure that the transaction description information can be read by all systems, data for
all fields, Record Typd. shall always be recorded in all encodings using thié American

National Standar@€ode for Information Interchange (ASCIIT.he eighth (leftmost) bit shall

contain a zero value. (This is consistent with the specification of&®JfF XML encodings,

since ASCII is a subset of UTH).

The default character encoding for Traditionat@ding is 7bit ASCIIl. Users are encouraged to
choose the option of UTF8B for 'U' and 'usedefined’ character types that does not require the use
special control characters in Traditional Encoding.

1 An ANSI/NIST-ITL transaction is called a file in Traditional Encoding and an Exchange Package in
XML encoding.
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For XML, UTF-8 shall be used. It is not possiblestgitch encodings within a transaction using
XML.

The first field inthe nativetaggedf i el d records shall be | abel ed
length in bytes of the recordhis field is not necessary in the XML schenibe second field

shall be labe e d a s infthe @ylpel reéo@andcontains the version numbwhile in the

otherrecords this fielatontairs the image designation charactéhe remainingatively

encodedextual fields may occur in any order and contain the information as ldesdar that

particular numbered fielddowever, the remaining fields in the XML schema do come in a

specific order as laid out in the appendidas. taggedfield image records Typ&0 through

Type-99, the last and concluding field shall have a taggedlIABC f i el d number i den
followed by the image data.

In the construction and interpretation of the logical record, there is no requirement that the
tagged fields be present within the logical record in any given order, with the exception of the
Length (LEN) and Image Designation Character (IDC), which must be in the first and second
position in the record, respectivelfhus, for example, a State Identification Bureau (SIB) could
add the State Identification Number (SID) to the end of a ‘Ryperad created at the booking
station.However, for those record types conveying image data (e.g., 13.999: DAT), the data field
will always be the last field in the stringor XML encoding, the order will be defined and laid

out in the appendices of this stiand.

For the binary image Typ# logical records, the content and order of the recorded fields are
specified by this standar@Vith the exception of the first two fields, the remaining fields of the
Type-7 logical image record are all usgefined(see Apendix H for CJIS EBTS definitions of
those fields)All fields and data in these record types shall be recorded as binary information.
For XML encoding, all the fields are laid out as ASCII with the image data beseb4

encoded

1.3 Change Control

The EBTSdefines the interface betwebFIS and thestate, tribalinternational, and other

feder al or gani z aAny chamnge®to theQl&t@feldsoryfanats mithin the

EBTS must honor previously published protocols to ensure that the syseentt adversely

affectedSi nce CJI1 S awndOd Otdlse ssytsa tearssé wer e devel oped
has been established that provides for coordinated enhancements within the various systems
while maintaining reliable interoperabilityhis pro@ss is based on the tagged field structure

defined inthe ANSNIST-ITLst andar d and a ThermwesEimplystatattas s r ul e
field definitions cannot change over time or from system to sy$tash system, CJIS, state and
OFO,is assigned a raye of field tag numbers that thayeallowed to define for passing

information in their systenif a change inside that system is needed, the system would create

and define the new field within the bounds of their assigned rdihgenew field cannot be ade
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mandatory for established functionality, but merely enhances functionality for those systems
wishing to incorporate the new definitidith this process in place, every system on the
network has the opportunity to enhance its own system on its owdidehyet no system is

ever forced to make a change in order to maintain current functionality.

1.4 Tagged Fields
1.4.1 Interpretation of Tags

In the construction and interpretation of tiaivelogical record, the tag number should not be

taken as having a fed number of digitsThe format for each field consists of the logical record

type number foll owed by a period fA.0, a field

information appropriate to that fiel@lhe taggeeield number can be any one to eidigit

number occurring bet we e n ltghdllée imeepreiedbad anfunsignec n d t

integer field numbelT hi s i mplies that a field number of ¥
interpreted in the samé0 OnbanOflex3da.s a field num

For example, in this version of the standaratjve Type-2 logical record field tagaerealways

shown as having three digits between the decimal point and colon (2.NNN:ddtave)er,

now theType-2 field tag numberbave beemxpandedo four or more digits (2.NNNN:data...).

To accommodate such possibilities, the field numbers should be parsed as all digits between the
period and colon.

1.4.2 Use of Separator Characters

Separator characters are used in the native encbdtrage not necesry in the XML encoding.
Separator characters may best be understood by considering them necessary for what follows
them, not what precedes theffus, when a tagged field includes subfidl@sg., the ASL field
contains subfields DOO and AOL), and arestBubfield is still to follow, the following one must

be separated from the one preceding it by the unit separator chdfachet. is to follow is a

repetition of a field or group of subfields, a record separator must separate the preceding field or
group of subfields from the repetition to folloWwhat is to follow is a new field, then the group
separator character is uséfthe record is complete after the previous field, the file separator is
used.

As stated in the ANSI/NISTTL, successive sepator characters now may be used with no
intervening blank or other character when a subfield is miskingype2 records, CJIS
recognizes the following sequences as meaning that a subfield is mdgBrKUS>,

2 ANSI/NIST-ITL 2007
*The EBTS® u subfieldi§ synortyraous wéttr the terimformation item found in
the ANSI standard.
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<US><RS>, <US><GS>, and <US><FShese & needed to obviate the need for CJIS to
validate each subfield in a grouped field to see whether it contains valid data or is merely a
blank.This will keep invalid data out of CJIS databases.

1.5 Error Handling

Error processing takes on two primary forwighin CJIS front-end error detection and internal
process error detection and correctibhe frontend process examines every incoming

transaction from a security and mandatory data perspevential security violations are

rejected and transferrémhmediately to a system administratSome transactions lacking

mandatory data, or that are incomplete in referenced content, are rejected back to the contributor.
All mandatory data and all optional data fields ewatent-validatedfor length and typef data
included.Optional data failing this validation check are ignofBae remaining mandatory data

that fail this validation check are passed to a Quélitgck(QC) Service Provider for resolution.

If the service provider can correct the data, taagaction will be forwarded for further

processinglf the service provider cannot resolve the issue, the transaction can either be rejected
or sent forward for attempted resolution later in the process.

Internal process error detections and correctwagperformed any timdFIS attempts to

utilize incoming data to perform a search or update a datadagauch action will check the

field according to length and type as well as cont®oine data values are contsetsitive.

That is, they can only bexamined with respect to the databases against which they are to be
applied.Errors in submissions detected at that time will generally be forwarded to a logic error
resolution service provideAt that point, appropriate actions can be taken to cornect t
discrepancy, and an internal resubmission of the transaction can takeAfixcatively, if the
service provider cannot resolve the issue, the transaction can be rejected.

In the interpretation of the logical record, tags that are not definedefoetjuested transaction
are to be ignored; their inclusion is not to be considered an €hisrrule makes it possible to
use a single transmission format, for example, to control both intrastate and interstate
transmissionsThese fields wilbe ignoredand will not be saved, navill they bereturned to the
contributor on responses sent from CH&. XML encodingthefields that are included in the
State Defined Fields element (SDF) will be ignored by CJIS.

Fields should not be transmitted when thieneo value present (e.g., 2.033:<G3¥wever,

receipt of such an empty field, if the field is not mandatory, should not result in rejection of the
record or issuance of an error mess&gection will occur when missing or incorrect data is
received lhat would prevent processing of the transacfidre following list illustrates these

types of errors.
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A A mandatory field is missing in a submitted record set (e.g., NAM field 2.018, is
missing in the Typ& record for the TOT of a CAR) and would resalt
immediate rejection;

A The format of a mandatory field is incorrect (e.g., an alpha character is discovered
in the SOC field) and would result in an attempt to correct the data;

A The range of data of a mandatory field is incorrect (e.g., a DOB of 3887%4as
submitted century, month, and day are all out of range) and would result in an
attempt to correct the data;

A Incorrect datas discovered that cannot be corrected by a service provider and
without which the transaction processing cannot procekdesult in the
transaction being rejected.

Appendix M lists the current set of error messages that are pertinent to the EBTS user (i.e., CJIS
internal errors are not listed).

1.6 Identifying Previous Transactions

The user may wish to refer to previoussactions for the purpose of follewp or resubmission.
The pertinent information is contained in two Typé&elds, 1.09 Transaction Control Number
(TCN) and 1.10 Transaction Control Reference (TCR) (See Appendix B).

Upon submitting a transaction to th=IS, the submitter places his control number in the TCN

field in the Typel record.For submissions not requiring reference to a prior transaction, the

TCR field is omittedWhen the AFIS has completed processing the transaction and generates
therespose, it places the submitterds control num
the response as a reference number the submitter can use to mate the response with the original
submissionThelAFIS places its own internal identifier for that transact(the ICNfor IAFIS

Control Numberpr the NCN for NGI Control Numbeg 2Gcharacter alphanumeric field) in the

TCN field of the response.

The TCN in the response can be used by the submitter should he have to reopen the transaction

for any purposer-or example, if theAFIS rejected the first submission of a u$ee transaction,

the user would place this number in the TCR field of the resubmitted transaction to enable the

IAFISt o verify the wuser 6s -caagéTheosubmitteisentidedtot o r e s ul
resubmit a onetime free of charge transaction within one year if the rejection was due to poor

quality fingerprint images.
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1.7 Data Storage in the CJIS Database

Data submitted in CJIS transactions may or may not be stored in the CJIS el&abmsot

stored is considered to be uskfined.It is carried in transactions as an aid to the submitter in
interpreting or routing the FBIOs response to
Data stored at CJIS are always converteapigercase prior to storageherefore, if this data is

returned as part of the response to a subsequent submission (or a Il inquiry), it may differ from

the originally submitted data.

1.8 Guidance on ORI and CRI Usage

The following description offers someligance for the use of the CRI field to provide

appropriate authorization to perform file maintenance within Gk develop this scenario by
examining how an electronic submission might be formed by a contributor and passed to CJIS
for evaluationThis is intended as an example since there are many other requirements that might
influence the final desigidltimately, the contributors manage the use of the CRI field.

Assume a print is obtained by a local agency, passed to a county agency for proaessing, a
subsequently to the CJIS Systems Agency (CSA) for transmission to the BBth a case, the
transmission of ORIs and CRIs might appear as follows:

STATE_CSA
COUNTY_AGENCY | ORI |
LOCAL L I > | CRIZ|
0] =] F————— > | CRIL |r--mmmmmmmmmmmea > | CRI1]|

When generated at the local level, no CRI need exist since this ORI is the origimateceipt

by the county agency and subsequent transmission to the state CSA, the original ORI is entered
as theifst instance of the CRI and the county ORI replaces the local ORI in the ORCfreld.

receipt by the state CSA and for subsequent retransmission to the FBI, the local ORI is retained
as CRI1, the county ORI is entered as CRI2, and the ORI of the staAtes €Btered in the ORI

field. The transaction is then forwarded to the FBI via the CJIS W&RI1, the local ORI, is

then used as the authority for actTlhenponland t hu
CRI1 can modify, cancel, confirm, or @& a latent transactiolm the response, the transaction

is sent to the ORI from which it was sent, and it is the responsibility of the state CSA to route it
properly to the county agency identified in CRTAe county agency, in turn, would route the
response to the local agency as appropriate.
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1.9 Specific Changes to This Version

As IAFIS evolves into NGI, legacy transactions will be enhanced along with addiigvsb
Services for thee enhancementsn t hi s version of thel EBTS, sec
l ncrement 36 will become avail abl e when NGI I
2013. Summarized below attbe latest improvementsr this phase
1 Allowing Latent Investigation Services increased searching capabilities of
fingerprints angalmprints along with supplemental fingerprints and palmprints.
1 With the clear definition that the LCN/LCX field8.012/2013)re for internal
latent lab examiner use only, these fields are being removed from all appropriate
messages.
1 Additional user défied field being addetb the Typel4 andType-15recordsto
allow for images from multiple biometric sets that use the same record type to be
distinguishable
1 New Type2 fieldsarebeing added to taadvantage of theew services added
These fields alle users to identifyspecificbiometricsin conjunction with the
use ofposition indicators for searching, retrieval, and enrollment of biometrics.
1 Additional functionality has to been added for the use of the Extended Feature Set
(EFS) in transactions sobitted and responses returned.
Expanded Appendix P with details for different image sets being defined.
On the items that will be included when NGI Increment 3 is deployed in Spring
2013, changed the heading O6Future Capahb

= =

1.10 Reference Documents

American National Standards Institute/National Institute of Standard§exihology

(ANSI/NIST) 7T Information Technology Laboratory (ITL}2007American National Standard

For Information Systemis Data Format for the Interchange of Fingrémt, Facial, & Scar Mark

& Tattoo (SMT) Information, 06 dated April 20,

American National Standards Institute/National Institute of Standards and Technology
(ANSI/NIST) T Information Technology Laboratory (ITL)}2011 American National Standard
For Information Systems Data Format for the Interchange of Fingerprint, Facial, & Other
Biometric Information, o draf't

IAFIS-IC-0010(V3), IAFIS Wavelet Scalar Quantization (WSQ) Grayscale Fingerprint Image
Compression Specification, dated December 19, 1997
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2 SCOPE

The scope of the EBTS has been expanded over previous versions to include additional biometric
types/indicators (e.g., face, iris) in recognition of the rapidly developing biometric industry.
Significant efforts have been made to note those E®8ons which do not clearly delineate
between the functionality within CJIS that is currently available to the CJIS user community and
what is anticipated to be developed in the future. Functionality under development and not yet
available to the user oumunity is referred to in this document as "Future Capability”. The most
recent update to the ANSI/NISITL standard includes new record types to provide for the

sharing of data for these new biometric types. The FBI will accept biometric data for thvese ne
types of records in accordance with the ANSI/NIST standard. CJIS will provide

identification and/or investigative services for these biometric types in the future as NGI

gradually replaces IAFIS. CJIS/IAFIS provides identification and investigagiosnices for

fingerprints while CJIS/NGI will expand the identification services using fingerprints along with
investigation services using other biometrics types including and expanding upon fingerprints.
The NGI System will also provide Identity Managemevhich will involve combiningecords

from the civil, criminal and new repositories into an interoperable repository tieditiywee

identity reference. Today, several numbers are utilized to identify an individuaHglg.,

Number (FNU), Civil RecordNumber (CRN), and Segment Control Number (3GNTheNGI

System will refer to this new identity as a Universal Control Number (URIS).will place this

UCN into the FBI Number,2.014 and wi | | be retiring the OFutu
The CJ8 Division is working closely with the user community prior to the transition to UCN.

This document specifies in detail the file and record content, format, and data codes necessary
for the exchange of fingerprintalmprint photo,facial, and iris infomation between federal,

state, and local users and the ABprovides a description of all requests and responses
associated with the electronic fingerprint identification service and other se A®E€IIS

moves to NGlI, thispecificationis being reorganized into UseBervicesthatinclude the

following:

Identification Service
Verification Service
Information Service
Investigation Service
Notification Service

Data Management Service

ok wNE

2.1 Identification Service
This service will providaiser support of biometric identificatiolh provides searches that result

in the positive identificatioor nonidentificationof the individual based on a ct@many
biometricsearchln thisversionof the EBTS, only fingerprints will be used for thfurpose,
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although other biometrsamay be submitted in the same transactions fiteto,palnprint, iris,
supplemental fingerprint and palmppinh futureversions othe EBTS, multiple biometrics
may be used for identification purposes.

The Identifcation Service will consist of the origin&nprintservice that is accessed through
the electronid¢enprintsubmissiorfor the purpose adearcing the CJIS repositor§lectronic
submissiongnayinvolve processing and evaluation judgments by FBI peedo8earches are
performed byautomated equipment without human intervention by FBI persohnelresults of
the search may require FBI personnel to evalsedech resultand provide their judgment.
Tenprintsubmissionshat update current fingerprimhages will be handled under the Data
Management Services.

The Latensubmissionghat fall under the Identification Servieeecomprised of the electronic
latent fingerprint identification submissiehandled by FBI latent examineedong with
cascadedearches of thensolved LatenFile (ULF) and the Special Population Cognizant
(SPC) Filefor apositive identificationAdditional Latentsearch transactioriall under the
Investigation Service.

The newly added features to the Identification Serviedlae Rapid Search and International
Terrorist Identification Search along with tBéposition Fingerprint Identification Submission
Also included in this section are the TOTs that are used exclusively by the Card Scanning
Service.

2.2 Verification Service

This service will provide user support of biometric verificatibmddressethe methodhat
resulsin the confirmation of an individual's identity based on atmrenecomparisonin this
versionof theEBTS, only fingerprints will be used for thigurpose, although other biometric
identifiers (i.e. photo,palm, iris) may be used in the future.

2.3 Information Service

This service will provide user support of requests for specific biographic or biometric
information on an individualt allows a useto submit a request for information on an
individual by specifying a unique identifiekn image request can be used to solicit fingerprint
and other types of images stored by the P#lltransactions and messages will be compliant
with the ANSINIST-ITL standard for exchange of fingerpsppalmprints facialphotos along
with scarg marks andtattoophotos, and other biometric informatiddther information
retrieved may consist of Rap Back Status and Audit Trail information.
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2.4 Investigation Service

This service will provide user support of investigative queries and seaftteBivestigation
Service provides a list of candidates based on a@neany biometric and/or biographic search.
The result set may include an ordered listing of candidatesaresponding information to
facilitate the investigative decision process.

This servicewill also includea search of theubject historydatabasesing biographic
information which is represented lilye External Query History Requedthe developmentf

the history retrieval subject search provides a means to efficiently screen large numbers of
people. This function is available on a limited basis to federal agencies with prior written
authorization from the FBI.

2.5 Notification Service
This servicewill provide event notification to useabouttheir data contained within any of the
IAFIS/NGI repositories [e.g., Criminal and Civil FildRepository for Individuals of Special
Concern (RISG)Special Population Cognizant (SPC) Files, UnsohatntFile (ULF)]. With
this service, a data owner will receive an unsolicited notification from the system based on event
criteria (triggers).

2.6 Data Management Service

This service provides users with the ability to manage data WARilS. It allows the user to
add, delete, and modify data containetARIS that is underthe ont r icontrdl. or 6 s
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3 OPERATIONAL CONCEPTS

CJISwill process the following types of transactidosthe service areas listed below in its

electronic environment:

Identification Service
TenprintFingerprint Identification Submissions
Latent Fingerprint Identification Submissions
Rapid FingerprintdentificationSearch Submissions
International TerrorisidentificationSubmission's
DispositionFingerprint IdentificatiorSubmisions

Verification Service
Fingerprint Verification Submissions

Information Service
Biometric Image Retrieval Submissions
Biometric Audit Trail Retrieval Submissiors
Rap Back Information Retrieval Submissidns

Investigation Service
Tenprint Fingerprint InvestigatiorBubmissions
Latent Print Investigation Submissidhs
Latent Administration Submissions
Biometriclnvestigation Submissiohs
Photo Investigation Submissions
TextBased Photo Search Request
TextBased SMT Roto Search Requést
Facial Recognition Search Requtest
Iris InvestigationSearch Requesst
Biographic Investigation Search Submissions

Notification Service
Unsolved Biometric Match
Unsolicited Unsolved Latent Delete
Special Population Caoggant
Rap Back Activity
Rap Back Renewal
Unsolicited HitNotification
External Link Record Activity
External Link Failuré
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Data Management Service
Latent Image Maintenan&ubmissions
Fingerprint ImagéMaintenance Submissions
Biometric Fie Maintenance Submissions
Biometric EnrollmenRequest*
Biometric DeleteRequest*
Biometric DecisiorRequest*
Identity File Maintenance Submissions*
Disposition SubmissioMaintenancesubmissions
Rap Back Servicés
External Link Updtes

* Indicates Future Capability
** NGI Increment 3

The services that are | abel esdecific&ionto allonveuse&Gapabi |
the opportunity to see what is in the future for the FBI. New T&Tlwell as the mandatory and
optional fieldswill be assigned to these serviselsen design is complete
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3.1 Identification Service

Thesetransactionsvill originate frommobile deviceslive-scan booking terminal$Bl Field

Offices,or card scanners at either the federal, state, | o c a | |l evel (see Figur
Fingerprint Identification Submissien )Local submissions may be processed by a local AFIS

and electronically transmitted tcSdate Identification Bureau (SIB)r processinglf a positive

identification is mad at the state level, an Ident response will be transmitted back to the local

agency, and if it is a criterion offensewiil be forwarded to the FBNote:A criterion offense

i's based on the submitt i nTbhe wdcesgigelawdoraceit ent i on
electronic fingerprint identification submission is similar to the criminal submission flow, except

that in the event of statevel Ident response, the submission may still be forwarded to the FBI

for processing under Federal and/@tststatutory authority.

If no identification is madat the SIB levelthe data will be forwarded via the CJIS WAN to the
FBI for processing by CJISransmitted data will be automatically parsed, and a search will be
conducted of the FBI's fingerprintds utilizing the subject search function along with the
features search capabiliti@he identification othe submittedingerprint imagesgainstany

viable file candidates may be verified by an FBI fingerprint examiectronic responsés

from CJB to the contributor will be electronically routed via the CJIS WAN through the SIB
using the ORISubsequent routing to the arresting agency is made by the SIB using the CRI.
Additional copies are routed by the SIB using the SCO or other related infonnisetie
Appendices B and C for detailed ORI, SCO, and CRI definitions).

Responses to submissions or searches by OFOs, tribal, or international agencies will be
transmitted directly to the submitting agencMhen trese responsarepossible
identfications theseresponssg will contain an Identity History Summary giving the individual
candidat eds i deinaledrresthestory.dlhis irdomuitionl is avigedin the
Electronic Rap Sheet field of the response being returned to the supragéancy.

These submission typase summarized in Appendixwith edit specifications for the fields
usedbeingfound in AppendixC. These requestrayinclude cascading searches of the
Unsolved Latent File after a response has been provided to therigathGontributor.

“ Established procedures for sending unsolicited messages to State Identification Bureaus in responseiib dargsrfrom Interstate
Identification Index (1) participating states will not be affected.
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Figure 1 Electronic Fingerprint Identification Submissions
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3.1.1 Tenprint Fingerprint Identification Submissions

The Temrint Fingerprint Identificatiorsubmissiongonsist of electronicriminal and civil
transactionsTheresponse time goaler these transactiorsse specified in Appendix Athe
fingerprint images on theseibmissionsvill be used to search against the criminal repository.
Besides the fingerprint images, the submitter may optionally ingabheprint and iris images
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along with a set afip to4 photos of the subjedAdditionally, the ontributormayoptionally
includeanysupplemental fingerprint and palmprinformationwith these submissionH.the
contributor would like to add these aptal images to the record identified in this Tenprint

Identification Submission, they may use the Biometric Enroliment Transactions outlined in
Section 3.6.3.1The biographical data and fingerprint images are used to determine potential

candidates withraminal records at the FBT.he information witln a retainecsubmission will

be added to an existing recordaipositiveidenification is made or will create a new record if

noidenification was mad. If a nonretain submission isot identified noinformation will be

retained in the FBI databasdfsa nonretain submissioof a positiveidentfication is madethe
information on that submission will be added to the existing remadddissemination rules will
govern the dissemination of this infaation In the future, contributors will have the option to
indicate if the updated record or new record is to be indlinithe Rap Back Data Management

Service.

In the future, cascaded searchemafked Special Population Cognizant (SPC) Filey be

launchedalong withsimultaneous searebof otherexternal systesi, s u c h

Time ID System or DHS IDENTThese will be indicated Itye appropriate values for the

as-

desired destination in the Name of Designated Repository (2.098 NDR) fiblel Trype2

record.

Canadabo

There are several types of electronic fingerprint identification submissions that will be accepted
by the FBI.The particular type of submission is identified in the Type of Transaction (TOT)
field in the Typel record for each transaati. The following are the TOTSs fadentification

submissions:

TOT
CAR
CNA
CPDR
CPNU
DOCE
EMUF
FANC
FAUF
FNDR
NNDR
NFAP
NFUE
NFUF
MAP
DEK
DEU
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TRANSACTION

Criminal Tenprint Submission (Answer Required)
Criminal Tenprint Submission (No Answer Necessary
Criminal Fingerprint Direct Route

Criminal FingerprintProcessing Noftrgent
Departmerdl Order Channeling Electronic
Electronic In/Manual Out User Fee Submission
Federal Applicant (No Charge)

Federal Applicant User Fee

Federal No Charge Direct Route

Non-Federal No Chargeiizct Route

Non-Federal Advanced Payment

Non-Federal UseFee Expedite

Non-Federal Applicant User Fee

Miscellaneous Applicant Civil

Known Deceased

Unknown Deceased
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TOT TRANSACTION
MPR Missing Person
AMN Amnesia Victim

T h e F B bnges to elecsopic submissions will provide search results or indicate an error via
the following TOTs:

TOT RESPONSE TRANSACTION
SRE Submission ResultsElectronic
ERRT Tenprint Transaction Error

3.1.1.1Criminal Tenprint Submission (Answer Required) (CAR)

This transaction is a criminal arrest fingerprint submission for which the requester desires that a
response be returneld contains ten rolled and four plain impressions of all ten fingers,
biographic descriptor data, as wadl information relative tan arrest, custody, or supervisory
status.The biographical data and fingerprint images are used to determine potential candidates
with criminal records at the FBThis TOT is also used for an inquiry on a criminal suspect or
informant, in which case ast, custody, or supervisory data may or may not be present
(Retention Code set fiN0). Requirements for the use of the Arrest Segment Literal (ASL) and
Court Segment Literal (CSL) fields in these cases are discussed in Appeiidiig fthgerprint
imagesof any candidates generata then compareaainsthose in the submission and a
positiveidentification or nordentification decision is determined/hen the Retention Code is

s et tleidéntifiedcriminal records updatec@ndother biometricsncluded in the
submissiorare added to the filé\ response is returned to the contribuiidre response will

always contain thpositive dentfic ation/nornidentfication decision andnaycontain the
electronicldentity History Summaryif requested.

In the future, contributonsill be able torequest a simultaneous search of other repositivaes
external systemgia these submissions. Contributavdl enter the appropriate values for the
desired destination in the Name of Designated Repositor9§NDR) field in the Typ&
record.

3.1.1.2Criminal Tenprint Submission (No Answer Necessary) (CNA)

This transaction is a criminal arrest fingerprint submission for which the requester desires that no
response be transmitted ba€kherwise, it is identical tthe CAR request described above,
containing ten rolled and four plain impressions, arrest, custodypervisory status data.
Processing is also identical to the CAR request described above except that no response is
returnedHowever, a communicatiorr@ocol acknowledgment will be returned to the

contributor to confirm receipt of the transactidihe Retention Code for this transaction must be
set to AY. O
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3.1.1.3Criminal Fingerprint Direct Route (CPDR)

This transactioronsists of criminal arrest fingennt submission thawill be directly routel to

a CJIS internal log application for special processlitg sulmissioncontains ten rolled and

four plain impressionandarrest datalt is identical to the CAR request described above with the
inclusion ofa mandatoryype of Search Requesi$R) field. CJIS will ensure the required
EBTS fields and a TSR of ACO are prletedsR ;
of ACO i s pr e sanethingdherdhan CPER, NNDR, ofi FSIDR, thebsnission

will be rejectedPlease see Appendix C for detailed information of the use of the TSR field.

In the future, contributors wilbe ableto request a simultaneous searclthierrepositories from
externalsystemia these submission€ontributos will enter the appropriate values for the
desired destination in the Name of Designated Repository (2.098 NDR) field in th Type
record.

Note:CPDR is a limiteeuse TOT that requires coordination with FBI prior to use.
3.1.1.4Criminal Fingerprint Processing Non-Urgent (CPNU)

This transaction is a criminal arrest fingerprint submission that will differ from urgent criminal
transactions in response time and in online (response) notificalio@submission contains ten
rolled and four plain impressioasidarrest dataProcessing is identical to the CAR request
described above exceptstead of receiving a ifminute response, the response due time is set
to 72 hourdo prevent prioritization ahead of urgent criminal or civil submissioriernal FBI
CPNUsibmi ssions may contwhioht wel TSRI bbwiHhe
due to the positive identification against a Want or Sex Offender Registry (SOR) entry to be
suppressedCurrently CPNU submissions from external contributors do nethhe option to

use a TSR of AHO; however, the use of CPNU
immediate response is availabRlease see Appendix C for detailed information of the use of the
TSR field.

In the future, contributors wilbe ableto request a simultaneous search of otbpositories from
external systemsgia these submission€ontributors will enter the appropriate values for the
desired destination in the Name of Designated Repository (2.098 NDR) field in th Type
record.

3.1.1.5Departmental Order Channeling Electronic (DOCE)
This transaction deals wifiindividualsSeeking Their Own Identity History Record Pursuant

DO 55673.0 The Channeling Agencies will be responsible for the verification/authentication of
the individual requestg theldentity History Summaryrom CJIS.The FBI will only accept and
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process th&e submissionas current electronicon-retainedeivil transactions fronapproved
Channeling Agencie§.he submission contains ten rolled and four plain impressionses th
identification flat impressionalong withbiographic descriptor dat@here will be no requester
paperwork versus fingerprint card verification/authentication performed via thé&\RBI.
electronic response should be sent to the Channeling Agencytingiggositive dentfication,
non-identfication, or rejection A rapsheewill be returnedf the response ia positive
identfication.

3.1.1.6Electronic In/Manual Out User Fee(EMUF)

These submissions are fooncriminaljustice purposes in which the cabutor is charged a fee

The response for this submission is returned to the contributor manually instead of electronically
The submission contains ten rolled and four plain impressions or three identification flat
impressionslong withbiographic desdptor data.Thedata included on the submissiaiil be

added to the CJIS repositomhentheRetentionCodei s s e tSee Sectidh Y.6 for a

discussion of the use of TCN and TCR inai@rge resubmission of usiee submissions that

the FBI has rejeed.Such resubmissions are allowed only when the fingerprint image quality of
the original submission was unacceptaliaen the FBI completes processing, it will print a
non-identfication, positive dentfication, or Rejecresponse report and mail itttee requestor.

Note:EMUF is a limiteduse TOT that requires coordination with FBI prior to use.
3.1.1.7Federal Applicant (No Charge) (FANC)

This transaction pertains to an individual who is fingerprinted in connection with applying for
criminal justice emlpyment with the federal governmeithhe submission contains ten rolled
and four plain impressiors three identification flat impressiomagong withbiographic

descriptor dataThe data included on tleibmissiorwill be added to the CJIS repositomnen
theRetentionCodei s s e tWheéndhisQT.istused, there is no charge assessed to the

contributorFe der all agencies that are considered AU
| o

but use AFAUFO instead (see description be
3.1.1.8Federal Applicant User Fee (FAUF)

These submissions come froft) any of the branches of the U. S. military in connection with
individuals enlisting or being considered f
in connection with employment, security @bels, or contract personng€he submission contains

ten rolled and four plain impressions or three identification flat impresalong with

biographic descriptor datdhe data included on the submisswill be added to the CJIS
repositorywhenthe RetentionCodei s s e tSed Sectidh Y.6 for a discussion of the use of
TCN and TCR in naharge resubmission of usiee submissions that the FBI has rejec&uth
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resubmissions are allowed only when the fingerprint image quality of the original sidimis
was unacceptable.

3.1.1.9Federal No Charge Direct Route (FNDR)

This transactioronsists ofan applicant fingerprint submission from a federal agency that will
be directly routed to a CJIS internal log application for proces$img submission containert
rolled and four plain impressions or three identification flat impressitomg withbiographic
descriptor datarhe biometric data included on the submissiaii be added to the CJIS
repositorywhenthe RetentionCodei s s e tThet FbDRiisimiar to the FANC transaction
with the addition of a mandatory TSR fieldJISwill ensure the required EBTS fields and a
TSR of ACO ar e,the subnissiontwill beagejettablf wit e TSR of
and the TOT isomethingother than CPDRNNDR, or FNDR, the submission will be rejected.

Note:FNDR is a limiteduse TOT that requires coordination with FBI prior to use.
3.1.1.10 Non-Federal No Charge Direct Route (NNDR)

This transactioronsists ofin applicant fingerprint submission from a ffederal agency that
will be directly routed to a CJIS internal log application for proces3ihg.submission contains
ten rolled and four plain impressions or three identification flat impresalong with
biographic descriptor dat@he biometric datancluded on the submissiovill be added to the
CJIS repositoryvhenthe RetentionCodei s s e tThet NNNDRiisrsimilar to the FANC
transaction with the addition of a mandatory TSR fi€dlSwill ensure the required EBTS
fields and a sénfBthewfsghé Shlamissian will e regecteldthe TSR of
ACO i s pr es e sdnmethingptherthAaneNNDROANDR, ®r CPDR, the submission
will be rejected.

Note:NNDR is a limiteduse TOT that requires coordination with FBI prior to use.

3.1.1.11 Non-Federal Advanced Payment (NFAP)

These submissions are fooncriminaljustice purposes in which the contributor is charged a fee

in advanceThe submission contains ten rolled and four plain impressions or three identification

flat impressionslong wih biographic descriptor datBxamples of the types of contributors for
this TOT are federal citizenship and immigration services (such as training candidate check
programs)The purpose for submitting such requests is to ascertain whether individuals who

have applied for training through the contributor organizations have any past criminal histories.

See Section 1.6 for a discussion of the use of TCN and TCRdharge resubmission of user
fee submissions that the FBI has rejec&eth resubmissionseaallowed only when the
fingerprint image quality of the original submission was unacceptable.
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Note:NFAP is a limiteduse TOT that requires coordination with FBI prior to use.
3.1.1.12 Non-Federal UserFee Expedite (NFUE)

These noffederal civil applicant subresions are febased, higkpriority fingerprint

transactions that require an expedited search and resptessubmission contains ten rolled
and four plain impressions or three identification flat impressatorsg withbiographic

descriptor datarhe biometric data included in the submissisiii be added to the CJIS
repositorywhenthe RetentionCodei s s e.dSed Sectidh Y.6 for a discussion of the use of
TCN and TCR in neharge resubmission of usiee submissions that the FBI has rejec&dch
resubmissions are allowed only when the fingerprint image quality of the original submission
was unacceptable.

3.1.1.13Non-Federal Applicant User Fee (NFUF)

These submissions are fooncriminaljustice purposes in which the contributor is charged a fee.
The sibmission contains ten rolled and four plain impressions or three identification flat
impressionglong withbiographic descriptor datdhe biometric data included on the
submissiomwill be added to the CJIS repositampentheRetentionCodei s s etdo t o AY
Examples of the types of contributors of this type of transaction are federal and state banking
institutions and regulatory agencies (such as
dealers, Nuclear Regulatory Commission, Securities and Bgelfaommission, racing or

gaming control boards, etcTheir purpose for submitting such requests is to ascertain whether
individuals who have applied for employment/volunteer training through the contributor
organizations have any past criminal histari&se Section 1.6 for a discussion of the use of TCN
and TCR in necharge resubmission of usiee submissions that the FBI has rejec&ath
resubmissions are allowed only when the fingerprint image quality of the original submission
was unacceptable.

3.1.1.14 Miscellaneous Applicant Civil (MAP)
These necharge submsions are for nefederal lawenforcemenand criminal justice
employmentThe submission contains either ten rolled and four plain impressions or three
identification flat impressionalong withbiographic descriptor datahebiometric data included
on the submissiowill be added to the CJIS repositomnentheRetentionCodei s set t o nAY.
3.1.1.15Known Deceased (DEK)
These transactions are submitted for a deceased individual whose identity ist@ribg/n

contributor.The submission contains either ten rolled and four plain impressions or three
identification flat impressionalong with biographic descriptor datathe fingerprints are
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determined to be identicafti mbnahotel e, at Beabs
record will be marked as deceaséle ICO field in this submission may be filled with the text
ADECEASED. 0o

3.1.1.16 Unknown Deceased (DEU)

This transaction is submitted with fingerpriodstainedirom an individual who was deased at

that time but whose identity was not known to the contrib{iioe. submission contains either

ten rolled and four plain impressions or three identification flat impresalong with

biographic descriptor datH the fingerprints are determinéd be identical to those of a subject

in the FBlI O&s criminal files, the subjectdos FB
contributor will be notified of the resultShould no identificatiomesult from a search of the

criminal file, a search of thavil file will be performed The subject will be added to the

criminal file when no identification results,
reports.

3.1.1.17 Missing Person (MPR)

Thesenoncriminalsubmissions pertain to persons reported asimgisshe submission contains

either ten rolled and four plain impressions or three identification flat impresdmng with

biographic descriptor dat@heir submission causes a search of the FBI files and may result in

t he pl acement uomated filéssatled whenevea futdeBfihgerarint

submission (of any type) Biagainst the original set of fingerprints and estabbshh e per sond s
whereaboutsShould no identification result from a search of the criminal file, a search of the

civil file will be performed These subjects are added to ¢himinal file when no identification

is made to an existing recorthe Action to be Taken (ACN) field of the response will indicate

i f a fAstopo hameICOE&eddin thes subraigsibmaysble #led.with the text

AMI SSI NG PIERS ONetoenti on Code for this transact

3.1.1.18 Amnesia Victim (AMN)

Thesenoncriminalsubmissions pertain to persons known to have amnesia who are unaware of

their own identity.The submissiorontains ten rolled and four plain impressions or three

identification flat impressionalong with biographic descriptor dafehe submission causes a

search of the FBI files and may resul alerti n the
wheneer a future fingerprint submission (of any type)stagainst the original set of fingerprints

and establiskst h e p e r s o0Shéukl na idkrificationtregult from a search of the criminal

file, a search of the civiile will be performedThese abjects are added to tkeminal file

when no identification is made to an existing recditte ACN field of the response will indicate

i f a fAstopo hakeICOE&edin thes subraigsibni mayhbe filled with the text
AAMNESI A VTh€Relevhtoi on Code for this transactior
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3.1.1.19Rap BackIndirect Enroliment Requests (Future Capability)

Requests for Rap Back services will be facilitated through an optional Rap Back request field in
the Type2 record for electroni€@enprint FngerprintldentificationSubmissions regarding
individuals the submitting agency desires to enfdlier completion of the NGI design phase, a
detailed list of acceptable TOTs will be added to this sedfiétap Back Services are requested

for a civil submission, the agency must also request retention of the civil fingerprint or the Rap
Back enroliment will be rejecte®ap Back record owners will have several options available,
such asdesignating a subscription expiration date; receiving aptéication; monitoring

criminal activity, disposition activity, civil activity (if authorized), external system activity;
designating to not receivetrastatetriggered events; and listing additional ORIs to receive Rap
Back Notifications.

3.1.1.20 External Fingerprin t Identification Search (Future Capability)

This transaction will be used by CJIS to request a search of the external system as indicated on
the fingerprint identification searc@JIS will expect an External Submission Results Response
from the externasystem.

3.1.1.21 Submission Result® Electronic (SRE)

This transaction iseturned by the FBI in response to tenprint submissioms.response will
always contairaidentfication/non-identfication decision and will contain the electrondentity
History Summaryif requestedTable 32 describes which NAM, FBI number, and SID are
returned in the SRE for Criminal, Civil and Humanitarian submissiongotbmon-

identfication andidenification results.A non-matching NAME is returned in the electronic rap
sheet (ERS) if one was requestdthe following fields, which are not stored at CJIS, are always
returned exactly as submittedlTN, SCO, EAD, OCP, RES, and TAA single electronic
response will be sent to the contributor through the State Identificati@aBuia the CJIS
WAN. In the case that circumstances delay processing an EBTS request, the requestor will
receive a preliminary electronic response coded as ddom with an ERSThe ERS will
contain a report explaining results are not available daedtday When the FBI completes
processing, it will print mon-identfication or an identfication response report and mail it to the
requestor.

In the future, Identification Service transactions may trigger a search to other external systems
either va use of multiple values in the TyRerecord field NDR or via business rules setup in

NGI. Responses returned within the specified response times for the CJIS transactions will be
combined into a single respon&mntributors may receive multiple SRE tsactions when

external system responses are not returned within the allotted responSéhem€R field in

the Typel header record of treibsequerresponsswill contain the TCN value from the Type

1 header record of treabmissiorto enable correladn of theremainingresponseslthe Type2
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record of thesubsequerSRE will also contain the unique identifier and biographic data of a
subject in the external system if there is a hit.

Table 3-2 Values of NAM, FBI and SID Returned in the SRE

Type of Stbmission Result Value of Returned Field Special Exceptions
Name FBI SID
Criminal, No FBI Submitted Non-ldent Non NAM Submitted None SID Submitted
Retain
Criminal, No FBI Submitted Non-ldent Retain | NAM Submitted Master FBI SID Submitted
Criminal, No FBI Submitted Ident NonRetain Master NAM Master FBI Master SID
Criminal, No FBI Submitted Ident Retain Master NAM Master FBI Master SID
Criminal, FBI Submitted Non-ldent Nor NAM Submitted None Submitted SID STD in RAP SHEET
Retain
Criminal, FBI Sulmitted Non-ldent Retain | NAM Submitted Master FBI Submitted SID STD in RAP SHEET
Criminal, FBI Submitted Ident NonRetain Master NAM Master FBI Master SID STD in RAP SHEET
Criminal, FBI Submitted Ident Retain Master NAM Master FBI Master SID STD in RAP SHEET
Civil, No FBI Submitted Non-ldent Non NAM Submitted None None
Retain
Civil, No FBI Submitted Non-ldent Retain | NAM Submitted CRN None
Civil, No FBI Submitted Ident NonRetain Master NAM Master FBI Master SID
Civil, No FBI Submitted Ident Retain Master NAM Master FBI Master SID
Civil, FBI Submitted Non-ldent Non NAM Submitted None None STD in RAP SHEET
Retain
Civil, FBI Submitted Non-ldent Retain | NAM Submitted CRN None STD in RAP SHEET
Civil, FBI Submitted Ident NonRetain Master NAM Master FBI Master SID STD in RAP SHEET
Civil, FBI Submitted Ident Retain Master NAM Master FBI Master SID STD in RAP SHEET
Humanitarian, No FBI Submitted | Non-Ident NAM Submitted Master FBI None
Humanitarian, No FBI Submitted | Ident Master NAM Master FBI None
Humanitarian, FBI Submitted Non-ldent NAM Submitted Master FBI None STD in RAP SHEET
Humanitarian, FBI Submitted Ident Master NAM Master FBI None STD in RAP SHEET

Under certain circumstances, tBkectronic Rap Sheet (ER8¢ld in the SRE will contain
Special Table Data (STDgxplaining the special circumstané®r example, this would be
included in a Nordentfication Report (NIDR) if a Universal Control Number (UCN) was
submitted It would be included in an Idefitation Report (IDRR) if a submitted CN did not
match the UCN in the Master File for subjdtivould be included in an IDRR or NIDR, as
appropriate, if the Master File UCN was marked expunged, deleted, or consolidated.
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3.1.1.22 Tenprint Transaction Error (ERRT)

These submissions are returnedhmsy FBI to indicate a transaction errttincludes a message
field (MSG) indicating the type of error detect&alror responses are describedha Error
Message Formaection.Currently definedexternalerror messages are detailed in Appendix M.

3.1.2 Latent Fingerprint Identification Submissions

TheElectronicLatentFingeprint Identificationsubmission to the FBI will originate from the
FBI Field Officehaving legal jurisdiction of the caskhis submission, as differentiated from
latent investigatin searches, arstrictly for the purpose of submitting crime scene information to
the FBI for processinm support of law enforcement identificatiofi$ie crime scene evidence
will be processed and the desired latent prints will be electronically caplimederm "latent
prints” includes fingerprints, palmprints, aswpplemental fingerprinténvestigation of latent
casesnay also generatenprins used for comparison purposes (e.g., suspect, victim, other
personnel with authorized access to the crimaecB Gl is expanding the use ofish
submissiorto allow for tenprinfingerprintimages to be submittedvith this transactioras
Latent Fingerprint Image SubmissidtHS) will be taking on the functionality of the
discontinuedCompare Fingerprint Subssion CFS andEvaluation ReportELR) TOTs.In the
future, hese submissions will include cascading searches of marked Special Population
Cognizant (SPC) Files after a response has been provided to the Authorized Confiitaser.
submission TOTs are sumarized in Appendi® with the field edit specifications found in
Appendix C

There are several types of electronic latent fingerprint identification submissions that will be
accepted by the FBThe particular type of submission is identified in the & @b Transaction
(TOT) field in the Typel record for each transactiorhe following are the TOTs fdatent
submissions:

TOT TRANSACTION
LFS Latent Fingerprint Image Submission

The FBlI 6s responses to el ect r oanindicatesan érnorivia si on s
the following TOTSs:

TOT RESPONSE TRANSACTION

LSR LatentSubmission ResultsElectronic
ERRL LatentTransaction Error
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3.1.2.1Latent Fingerprint Image(s) Submission (LFS)

A Latent Fingerprint Image Submission is intengeidharily for the purpose of executing an
AFIS search and is to be usedfl Field Officesnot able to extract CJi€ompatible minutiae.
The latent fingerprint images are transmitted along with the search criteria by the origiBator.
CJISLatent fingerprint spaalists will perform comparisons of the search latent fingerprint
image(s) against the candidate(s) selected and make théidd&nh / Non-ldenification /
Inconclusivedecision(s)The Idenification / Non-Identification / Inconclusivedecision(s) wi

be transmitted as a response.(LSR).The latent search image(s) may be stored in the ULF if
requested in the submission by the originator independent of the results of the search

3.1.2.2Latent Submission Results (LSR)

This transaction ig respone to aLatent Fingerprint SubmissidhFS). It includes a Search
Results Findings (SRF) field indicating enzonclusive non-identification or identification

decision and, if the LFS results in an identificatitatision it returns a name, FBI number

UCN, andan Identity History Summargf the identified subjectn the future contributors can
receive the photo set assocthtgth this identification when requestedtheLFS. The new
Biometric Image Available (BIA) field is added to reflect the batnt image types available for
the Identity.If the contributor needs to retrieve the biometric images, they can request them via
theBiometric Image RetrievalRQ) request.

3.1.2.3 Latent Transaction Error (ERRL)

This transaction is returned by the FBI @sponse to a transaction that contained errors such as
search exceeding the penetration threshold, missing or inadequate quality fingerprints, missing
mandatory information, or invalid content$ie MSG field shall include additional information

on the cases for the rejectiorrror responses are describedha Error Message Format

Section.

3.1.3 Rapid Fingerprint Identification Search Submissions

The Rapid Search functionality provides the ability to perform an identification search against a
limited repostory population with a significantly reduced response time in comparison to
TenprintFingerprint IdentificatiorSearchresponse time§.hese Rapid Fingerprimdentification
SearchSubmissionsre directed against the Repository for Individuals of Sp&€xaktern

(RISC), which is anticipated to contain records for Wanted Persons, Knoppopriately
Suspected Terrorist§exual Offender Registry Subjeasd other persons of special interest.

This rapid search functionalitg being expanded iacludesearching the criminal repository by
authorized agencie$hese transactions will initiakecascaddsearch of the ULRfter a Rapid
Search response has been provided to the Authorized Contributoe. future, these
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transactions will also initiate ceading searches ofiarked Special Population Cognizant (SPC)
Files.

The following TOT will be accepted by the FBI for Rapid Fingerprint Identification Search
Submissions

TOT TRANSACTION
RPIS RapidFingerprintldentificationSearchSubmission

TheFBbs responses to electronic submissions wil
the following TOTSs:

TOT RESPONSE TRANSACTION
RPISR  Rapid Fingerprint Identification Search Response
ERRT  Tenprint Transaction Error

3.1.3.1 Rapid Fingerprint Identific ation SearchSubmission (RPIS)

These submissions are providedhe FBI toperform therapid fingerprint searchft he FBI1 6's
RISCrepository RISC provides the capability to perform a Rapid Fingerpdentification

Search (RPIS) againdte RISCsubjectsof heightened interest warranting more rapid responses

to inquiring usersThe transaction allows the user to request a full Identity History Summary as
anoptional return elemenin the future RPIS will allow the user to requeaphototo be

returred

Whenthe Name of Designated RepositoNOR) field containsvaluesof 6 (all of RISC), 11
(Wants and Warrants), 12 (Sexual Offense Registry), 13 (Known or Suspected Terfgrists)
(International Terrorist Filedr 15 (Persons of Special Intergshe submission is allowed
have fiction ridgepositioncodes (FGP)of 171 15, and must contain &asttwo fingerimages
along with biographic descriptor dat®hen NDR value of 1 (minal MasterFile) is used, the
submission must have ten fingerages (FGP = I 10), with the Amputated code2,084 AMB
field beingfilled in for those images not includealong with the biographic descriptor data.

Note:RPIS is a limiteeuse TOT that requires coordination with FBI prior to use.

3.1.3.2 Rapid Fingerprint ldentification Search Response (RPSR)
Rapid FingerprintdentificationSearch submissions will provideapidresponse to searches
from authorized agencie®/hen the RPIS search directed against the RISC repositortes,
response transaction (FBR) onsists of a red/yellow/green indicatorthe Search Results

Findings (SRF) fielccorresponding to the match results agatinstRISC A Red Response is a
hit, indicating identification of a highly probable candidate in the RKE@vever, a red response
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is not to be considered a positive identification, but rather the candidate score from the RISC
search indicates a high likelihood of identificatitins recommended agencies submit a full
tenprint fingerprint submission for positive identificatidnYellow response is a possible hit,
indicating identification of a possible candidate (or candidates) in the RISC which is below the
level of confidence established for a highly probably match (red response) but above the level
that excludes the possibility afpotential candidate (green respon$ég yellow response may
thus only be used as an investigative tool providing leads for further investigative induiries.
Green response indicates no hit (i.e., the search did not locate a viable candidateS€)he RI

For Red and Yellow responses, limited identity history information witelh@nedn the
Supplementary ldentity Information (2.2023 Sty up to two candidates, as well as the most
recent full frontal photo for each candidate if requested, erafil disseminabl&he SlI field
may include information not within the scope of the Identity History Sumni@hato return is a
Future Capability.)f requested, the RPISR transaction will include full Identity History
Summary data in the Electronic R&peet (ERS) field for any returned candidakes.RISC
searches, Sll wiltontain those information items not found in the Identity History Samym
(i.e.,Offense and Caution codes from NGQIThe return of the full Identity History Summary
may increas¢he response time service levidb fingerprint images will be returned for the
Rapid Fingerprint Identification Search Response.

If two candidates are returned, a separate -Ryperord will be included for each candidaibe
FBI Number (FBI), Name (NAN] Place of Birth (POB), Status/Error Message (MSG),
Electronic Rap Sheet (ERS), and Supplementary Identity Information (SlI) fields will hold
information unique to each candidalte addition, the FBI Number (FBI) field of the first Tyj2e
record will contain a second occurrence that holds the FBI Number of the candidate in the
second Type record for reference.

When the RPIS searc¢h directed against the CMF repository, the response will consist of a

red/green indicator in the SRF fielthe SRFfield s popul ated with either
indicating that a potential criminal match has beenfopand a A Go f or Green i nd
disseminable match has been found. No biographic data or identity information (S$1€N)is

included in this respomslt is expected a Red indicator response will be followed by a separate
Tenprint Fingerprint Identification request message to provide the identity of the subject.
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3.1.4 International Terrorist Identification Submissions (Future
Capability)

The CJIS Interna&nal Terrorist File (ITF) is a subset of records within the RI8h includes
identified terrorists, wanted aliens, or other international subpé¢tsightened interest

warranting more rapid responses to inquiring userese submissions will allownauthorized

CJIS contributor to initiate an identification search of External International terrorist repositories.
It will provide the capability for an International agency to initiate an identification search in the
CJIS ITFrepository

3.1.4.1International Terrorist Identification Submission and Response
(Future Capability)

Similar to a RPISubmissionan ITFsubmissiorprovides participating International Agencies

with the capability to search the RISdowever, the ITFSubmissions different from a RF3
submissionn the following waysallows for multitiered enrollment into the RISC, does not
provide a Alights outo search, forwards the
Organizations, and provides a positive or negative Identificatiociside.

Note:ITF is a limiteduse TOT that requires coordination with FBI prior to use.

The response will follow mukiiered dissemination rules foFF. These rulesre as follows
notification is only provided to the record owner for tier 3 iderdtfmns; contact information for
tier 2 identifications; and identity history information for tier 1 identificatidhan error occus
during the processing of this submission, it will be noted in the negative Identification decision
response.

3.1.4.2Internatio nal Terrorist Identification Search Requestand
ResponsdFuture Capability)

These submissions will be used by CJIS to requssiarctirom ITF participating organizations
about record information being included in the response to the Internationaiskerro
Identification Submissiorilhe results of this search will be merged with or appended to the
International Terrorist Identification Submission Response.

3.1.5 Disposition File Maintenance Submissiors (DSPE)

These submissions will providiee requestewith an electronic option to submit dispositional
information.The Court Segment Literal (CSL) or dispositional data may be obtained from the
arresting agency, the court system, the penal system, or any other local, state, or federal entity
that may render fial adjudication in a criminal casehe DispositionFile Maintenance

Submissios ODSPB may be used to submit from one (1) to forty (40) CSL transactions per date
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of arrest (DOA) without fingerprintsnd isdescribedn the Data Management Service sattio
An electronic respond®SPR)will be sent to the requester.

3.1.5.1Disposition Fingerprint Identification Submission (FDSP) (Future
Capability)

These submissions will use the same process asspedition File Maintenance Submission
(DSPE) except it willhave the AMP and fingerprint images as mandatory fi&dsfication

will be performed by comparintpe FNU/UCN supplied and the fingerprint images provided to
determine positive identificatioff. no FNU/UCN is supplied, the fingerprint images provided
will be used to determinéentification or noridentification.When a nordentification is made
thedisposition submissiodata will be used testablish a new FBI recoly adding the
disposition data to te new recordWhen an identification is mad#e disposition submission
datawhich matches the existing FBI recoadrest datavill be added to thexistingrecord and

will be disseminable in responses from the F&i.electronic response (DSPR) will be sent to
the requestor.

3.1.5.2Disposition Response (BPR) (Future Capability)

These transactions will be returned by the FBI in response to dispositional type related

submissions (DSHEDSB. The response will be based on whether the transaction is processed

as submittedThe DSPR will contain a CJlgansa&tion controlnumber (TCN) from the

submission, the submitted biographical data, and response infornfdt@response
information may be fiRecord Updatedo if the re
CSL, AManual Pr o c e suent anglysiRaf theusubmittel €SLiisfnecessabys e q

or ARejectedo and t hTderespoase mformdtianwill beegnicetinon | i
the Action to be Taken field (2.071 ACNgejections will be via the ERRT TOT.

3.1.6 CJIS Card Scanning Service Sutmissions

With the initiation of the IAFIS services, all submitting agencies had the opportunity to submit
electronic fingerprint identification requeskéowever, not all agencies had the capability or
capacity to submit electronic requesikerefore, te need to convert hard copy fingerprint card
receipts into electronic submissions to IAFIS is bemeg by the Card Scanning Servicehis
service convestcurrent hard copy tenprints, palmprints, photographs, and foreign national
fingerprint cards intolectronic records that are submitteddalS The hard copy card is to
contain tenprint images necessary for the IAFIS identification proéesb. hard copy tenprint
card will contain 14 valid EBTS Typé images consisting of the ten roladage blocks iad the
four plainrimage blocksThe following transactions are those used by the Card ScaBem@e
to submit electronic records @JIS Theymust adhere tthe same organization and restrictions
as those applied to other tenprint identification subrors.Thefield edit specifications for
these submissions can be found in Appendix C
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The following are th&€ard Scannin§ OTs for these submissions along with their corresponding
tenprint TOT:

TOT Tenprint TRANSACTION
TOT
CARC CAR Criminal Tenprint Sbhmission (Answer Required)
CNAC CNA Criminal Tenprint Submission (No Answer Necessary
DEKC DEK Known Deceased
FNCC FANC Federal Applican{No Charge)
FUFC FAUF FederalApplicant User Fee
MAPC MAP Miscellaneous Applicant Civil
NFFC NFUF Non-FederalApplicant User Fee
NFDP NFUF Non-Federal Applicant User FéeDirect Payment
CPNC CPNU Criminal Fingerprint NorJrgent SubmissiofFuture
Capability)

The FBlI 6s responses to electronic submissions
thefollowing TOTSs:

TOT RESPONSE TRANSACTION
SRE Submission ResultsElectronic
ERRT  Tenprint Transaction Error

3.1.6.1Criminal Tenprint CSS Submission (Answer Required) (CARC)

This transaction isimilar to the CAR in thathe requester desires that a regsobe returned.
The response will be returned to the Card Scanning Center which will then respond to the
contributor accordinglyThe applicablefields for this TOT are exdgtthe same as those listed
for the CAR in Appendix D.

3.1.6.2Criminal Tenprint CSS Submission (No Answer Required)
(CNAC)

This transaction is similar to the CNA in that the submitting agency desires no response from the
FBlI and | eaves the fr &enérallytidsdransactierdigsedtbolinfoomk u n ma
the FBI that a knowsubjct has committed a new offense and to update the FBI regords.
acknowledgement response will be returned to the Card Scanning Géetapplicablefields

for this TOT are exalt thesame as those listed for the &M Appendix D.
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3.1.6.3Known Deceased CSSubmission (DEKC)

This transaction is similar to the DEK in that a deceased subject whose idektibyvisto the
submitting agency and to update FBI recofidse response will be returned to the Card
Scanning Centexhich will respond to the contribut@ccordingly.Theapplicablefields for this
TOT are exady thesame as those listed for the DEK in Appendix D.

3.1.6.4Federal Applicant CSS Submission (FNCC)

This transaction is similar to the FANC in that the submission is in connection with criminal
justiceand law enforcement employment with the Federal Government (e.g., FBI, US Park
Police, Federal Judiciall.he response will be returned to the Card Scanning Cehieh will
respond to the contributor accordinghheapplicablefields for this TOT arexacly thesame as
those listed for the FANC in Appendix D.

3.1.6.5Federal Applicant CSS Submission (FUFC)

This transaction is similar to the FAUF in that the submission is from any branch of the U.S.
military in connection with an enlistment or consideration®fficers Gandidate School his
transaction may also be submitted from federal agencies in connectiomavitirifninaljustice)
employment, security updates, or contract persoiiihel response will be returned to the Card
Scanning Centaxhich will respond to the contributor accordinghhe applicablefields for this
TOT are exady thesame as those listed for the FAUF in Appendix D.

3.1.6.6Miscellaneous Applicant Civil CSS Submission (No Charge)
(MAPC)

This transaction is similar to the MAP in thatstused for notiederal law enforcement and
criminal justice employment (including state and local law enforcement) as well as gun permit
applications from criminal justice agencid@sie response will be returned to the Card Scanning
Centerwhich will respand to the contributor accordinglyhe applicablefields for this TOT are
exacty thesame as those listed for the MAP in Appendix D.

3.1.6.7Non-Federal Applicant CSS Submission (User Fee) (NFFC)

This transaction is similar to the NFUF in that it is usechfrcriminaljustice and licensing

purposes under federal (e.g., National Child Protection Act of 1993), state, astidasts

which fall under the authority of Public Law %24, and are approved by the U.S. Attorney
GeneralThey are also used by localdastate agencies, federal and state banking institutions,

and regul atory agencies (e.g., stock exchange
Regulatory Commission, Securities and Exchange Commission, racing or gaming control
boards).Ther intendedpurpose igo ascertain whether individuals who have applied for

IAFIS -DOC-010789.3 34 November1, 2011



employment have any past criminal histori billing is handled via the user fee billing
system from IAFISThe response will be returned to the Card Scanning Cehteh will
respond to the contributor accordinghheapplicablefields for this TOT are exagtthesame as
those listed for the NFUF in Appendix D.

3.1.6.8Non-Federal Applicant CSS Submission (User Feedirect
payment) (NFDP)

This transaction works the same way asNR€&C excepthatpayment is included with thsard
copy fingerprint cardThe response will be returned to the Card Scanning Cehieh will
respond to the contributor accordinghheapplicablefields for this TOT are exagtthesame as
those listedor the NFUF in Appendix D.

3.1.6.9Criminal Fingerprint Processing Non-Urgent CSS Submission
(CPNC) (Future Capability)

This transactiors similar tothe CPNUIn that if differs from urgent criminal transactions in
response timeThe response will be returnémlthe Card Scanning Center which will respond to
the contributor accordinglyrhe applicablefields for this TOT are exagtthesame as those
listed for the CPNU in Appendix D.
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3.2 Verification Service

This service will provide user support of requestssfmecific biometrioserificationon an

individual. It allows a user tgubmit a request for verificatian an individual by specifying a
unique identifierThis Verification ®rviceresulsi n t he confirmati on of
based on a on®-one comparisonThe following are the TOTs fdrerification submissions:

TOT TRANSACTION
FVR Fingerprint Verification Request

The FBIs responses to electronic submissions will provide search results or indicate anerror via
the following TOTs:

TOT RESPONSE TRANSACTION
SRE Submission ResultsElectronic
ERRT Tenprint Transaction Error

3.2.1 Fingerprint Verification Request(FVR)

These submissions will be used to verify the identity of a subject against a known UCN in the
CJIS files.Submissions will inleide a quoted UCN and may include from two to ten fingerprint
images, either flat or rolledf the quoted UCN is not found, an error message (ERRT) will be
returnedIf the UCN is found but not verified, a No Match Response will be retumtét SRE
transaction If the submitted images are verified against the quoted UCN, a Match Response will
be returned including a currelaentity History Summaryif requestedin the SRE transaction

3.2.2 Fingerprint Verification Respons€SRE)

This transaction is retned by the FBI in response to a Fingerprint Verification reqiést.
response will always contain the Match/No Match decision and will contain the electronic
Identity History Summaryif requestedTable 33 describes which NAM, FBI number, and SID
are eturned in the SRE for the Fingerprint Verification request.further information, please
refer to the Identification Services section, Submission Rés#lsctronic (SRE) subsection.

Table 3-3 Values of NAM, FBI and SID Returned in the SREfor FVR

Type of Submission Result Value of Returned Field Special Exceptions
Name FBI SID
Fingerprint Verification Request | Match Master NAM Master FBI Master SID
Fingerprint Verification Request | No Match NAM Submitted None Submitted SID STD in RAP SHEET
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3.2.3 Fingerprint Verification Error Response- ERRT

These transactions are returned by the FBI to indicate a transaction error for a Fingerprint
Verification requestlt includes a message field (MSG) indicating the type of error detected.

Error responses adescribed in the Error Message Format Sectumrently defined error
messages are detailed in Appendix M.
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3.3 Information Service

This service will provide user support of requests for specific biometric or biographic
information on an individualt allows a user to submit a request for information on an
individual by specifying a unique identifiekppendix E provides a summary of the Information
Service transactions with the Tygdields that are optional and mandatokppendix C

contains the detailedformation for each of the Tyg2 fields.

3.3.1 Biometric Image Retrieval Submission

The Biometric mageRetrieval Submissiomcludes transactios for requesting images on file at
theFBLTo initiate a request for iinmpageedys) fr om t h
electronically transmits the unique record identifier of the subject (i.e., FBI number or other

identifier, such as UCN)he Unsolved Latent File&JLF) record will also have a unique record

identifier known as the UCNhereforeto retrieve UIF images, the contributevill provide

that UCN in the FBI Number field (2.014) to retriete ULF recordThis request will be routed

to the FBI, processed, and returned to the requester through the CJISMheNequester is a

local agency, the regseand response will reuted viathe CJIS WAN through the state law

enforcement network or the Intern€éhere will be no manual intervention on the part of the FBI.

Requests for a set of images will be submitted to the FBI under thdidl@of IRQ (denoting

Image Request) in the TyydeRecordT he FBI 6s response wil | cont ai
Image Request Response) in the F§gRecordThe processing flow for image requests is

illustrated in Figure3, BiometriclImageRetrieval Submissian
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Figure 8 Biometric Image Retrieval Submission
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As an IRQ could request images for multiple individuaisncluding a list of identifierghe

FBI will respond with a Fingerprint Image Summaétgsponséisting all requested FBI numbers

or UCNs and their sponse statusfter completing the individual retrievals and responEle

FBI 6s response wil |l ¢ o-hReaordn

a

TOT of | SR

The following TOTs are applicable for requests for fingerprint images:

TOT TRANSACTION
IRQ Image Request

The FBBs response to requests for images is as follows:

TOT RESPONSE TRANSACTION
IRR Image Request Response
ISR Image SummarfResponse
ERRI Image Transaction Error

Other Biometric Image Retrieval Submissions include the ledacyrenic photo services

transaction for requesting criminal or civil photo detsn thefile at the FBI and a transaction to
delete photo set3.he file from which the photos are being requested is indicated by providing

the appropriate value in the Name of Designated Reposhi@iR) field in the Type2 record.
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To initiate a request for a photo set from th
transmits th&JCN (which can be an FBI number or other unique record identifier) and

optionally a DOA (for criminal record®)f the subject(Note: In the future, it is anticipated that

Date Photo Taken may be used to request civil photos associated with a specifidaigent.)

request will be routed by way of the CJIS WAN to the FBI, processed, and returned to the

requester vighe same pathf the requester is a local agency, the request and response will be

routed viathe CJIS WAN through the state law enforcement netwidrkre will be no manual

intervention on the part of the FBI.

Requests for a photo set will be submittedhe FBI under the TOfield of CPR (denoting

Criminal or Civil Subject Photo Request) in the TybRecordT he FBI 6s response \
a TOT of PRR (denoting Photo Request Response) in the TigezordIn the future, photo

retrievals will be als included under the IRQ transaction.

The following TOTs are applicable for request for Criminal or Civil Subject Photo Images:

TOT TRANSACTION
CPR Subject Photo Request

The FBI 6s response to requests fows Criminal S

TOT RESPONSE TRANSACTION
PRR Photo Request Response

3.3.1.1Biometric Image/Feature RetrievalSubmission(IRQ)

This transaction enables users to retrieve images from the FBI databases so a comparison can be
made by the requester at user facilittes@@p ul at e t he r Bhgnequesteror 6 s dat
identifies the subject(s) by UCN/FNU/SCNA whose fingerprint images are being requested. The
requester may also include additional parameters to request more specific imageSljeod.

the subject(s) whasbiometric images are beingrequestégp. t o 1, 000 subjectséd
requested per transactidgpecific fingerprint palmprint, supplemental fingerprints and

palmprintimages or the complete set may be requestetie future, other biometricsysh as

photos and iris images) that are associated with that record may also be redhested.

transaction will be processed, and requestdected images on file at the FBI will be transmitted

in the responsdzach subject record identifier number in tequestend each set of biometrics

being returned for the subjeetll be addressed in a separate Image Request Responsel{IRR).

the request contains any errors, an Image Error Response (ERRI) will be returned, including the
reason for the return in agssage field (MSGErrors associated with individual record

identifier numbers, such as an image set not being on file, will be reported in the Fingerprint
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Image SummariRespons€ISR). The remaining valid subject identifier numbers will result in
individual IRR responses.

NGI expands this capability to also allow for the retrieval of:
1. Tenprint Fingerprint identity composite (legacy behavior) or specific biometric image sets

2. Fingerprint image sets along with associated feature sets for identities aifid sp@metric
image sets

3. Palmprint image sets along with associated feature sets for identities and specific biometric
image set

4. Supplemental Print image sets along with associated feature sets for identities and specific
biometric image sets

5. Latent Pmt image sets along with associated feature sets for latent records and specific
biometric image sets

The submitter of the transaction may indicate the desir€Jt8to return the Typ® features

records associated with the returned imagés, the @lmprint and supplemental fingerprint

and palmprint Typ® features will be supported for return with their associated ima&ges.

Type-9 features records may be used for comparison purposes by overlaying the features on the
image recordg-or IRQ transaobns requesting multiple sets of images, the request to return
features records must apply equally to all identified sets of im@gksrwise, individual IRQ
transactions must be submitted.

New fieldshave been added to tHeQ in supportof the identity(or subject) events as well as

the new friction ridge typesn order to support multiple biometric sets and multiple modalities
(image types) for an identitg new field the Biometric Image Description (BlDhas been
created. If the new BID2.2028)field is populatedthen the UCN (2.014) and FNR (2.057)

fields will be ignored; therefore, UCN and FNR are modified from mandatory to optional. The
BID field is a set type where its subfields define each image requésiedinage Type (IMT)

field canbe wsed to specify which types of biometric sets are requested, the Request Features
Record (RFR) fieldcanbe used to request features with imagiesBiometric Set Identifier

(BSI) field canbe used to identify the specific biometric set being requestddharPrint

Position DescriptoréPPD)field canbe used to accompany the FNR field to specify which
Supplemental Fingerprint and Palmprint images are being requiésterBSI field is not

present, the representative biometric set(s) are retrievelaefaentity specified in theBH/UCN
field. The representative set for fingerprints will be a compdisigerprintset of images, while

the representative set of palmprints or supplemental fingerprint and palmprint will be the latest
setenrolled See thaable below for combinations of fields and images that will be retuiiriesl.
FNR field will also be expanded to allow palmprint position codes (See Appendix P).
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IMT BSI FNR Images returned
Present Present Present

X Representative set for image typedsfied

X X Specific image set specified in the BSlthat image type
specified

X X The fiction ridgeposition image of the representative se
for the image type specified

X X The finger position image of the specific image set

specified in the BSI

X X X The finger position image of the specific image set

specified in the BSéf that image type specified

3.3.1.2Subject Photo Request (CPR)

This TOT enables users to retrieve a photo set from the FBI repo&itarly.set of photos
comprises photos of allsject posed from different views and/or Scars/Marks/Tatteash

photo set foan identityrecord (identified by an FBI number UCN) is linked to the subject by
the date of arrest (DOA the future, poto setwill be linked to theUCN andwill be stored by
thedatephotographedlhe most recent frontal photo will be returned in the recaestdefault
The transaction will be processed, and the requsestected photo set on file at the FBI will be
transmitted in the respondéthe request conias any errors, the response code (REC) will be
s et tAoPhdioNRequest Response (PRR) will be returned, including the reason for the
rejection in a response explanation field (EXP).

3.3.1.3External System Photo Image Retrievaind ResponsdFuture
Capability)

In the futurewhen an Authorized Contributor submit®hoto Image Retriev&tequest to
request photo images for specific Identities and eviemts an external system, the FBI will use
the External System Photo Image Retrieval Request to obtam phososThe external system
will respondo the FBI with the External System Photo Image Request Response.
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3.3.1.4lmage Request Response (IRR)

This transaction is returned by the FBI to provide requested images on file at the FBI to the
requesterEachimageidentifiedin thelRQ requestwill cause a separateR responseThe
response will include the subject record identifier nun€N) and the requestedhagesetin
the format they were enrolled@ype-4, Type-14 fingerprint imagesor Type-15 palmprint

images The specified fingerprinpalmprint, and/or supplemental fingerprint and palmprint
images will be transmitted in the response.

The IRR response will return one fingerprint, palmprint, or supplemental fingerprint and
palmprint image set along withe associated biometric feature set, if reque3teel new

Biometric Image Available (BIA) field is added to reflect the biometric image types available for
the Identity.This field will only be populated with th@formation contained in the BID fielof

the IRQ The FBINumberfield will return the NGI UCN that may contain either the criminal

FBI number (FNU) the Civil Record Number (CRNpr Legacy Unsolved Latent number

(SCNA) of the returned record. When a composite set is returned, no BionsdtideStifier is
returned in the message.

3.3.1.5Image SummaryResponsg€ISR)

This transaction is returned by the FBI to summarize the results of the image pequessing.

This transactiorontains the listing of each subject record identifier numbemedut is

suggested that the submitting agency do a comparison between their original image request and
this image summary response to determine which images were not returned due to invalid FBI
number or image not on file.

New fields will beusedto inform the user of all the idengitbbgymetric sets that were returned
when the IRQ contained the BID fieldew fields added to the message are the Image Type
(IMT) to specify the type of biometric set returned &%l to specify the exact biometric set
returned if the set is not a composite Jé¢te FNU, SID, IMT, and BSI fields are all ordered such
that each occurrence of the field is partnered with the same ordered element of the other three
fields.

3.3.1.6Photo Request Response (PRR)Nd Photo Delete Respons@DR)

Each photo request will receive a photo request response (PRRPDR TOT is the response

for an image delete reque$he two responses are handled in the same TWaytransaction is
returned by the FBI to indicate the condition of each reqiibstfields in this Type& record

will give theresultof the requestf the request contains any errors that cannot be patgéd

wi || return an FBI =0000000; CRI = XXXXXXXXX;
field, EXP= the translated message codtheffirst detected error.
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3.3.1.7Image/Information Transaction Error (ERRI)

This transaction is returned by the FBI to indicate a transaction krrwludes a message field
(MSG) indicating the type of error detecté&dror responses are describedhaError Message
FormatSection.

3.3.2 Biometric Audit Trail Retrieval Submissions (NGI Increment 3)

These transactions will enable users to retrieve audit trail information for their images stored in
the CJIS database€his information will consist of which agey(ies) havereceivedthe specified
imag€s), when the image(s) wetensmitted and for what reasoifhe requester provides the
subject identifier (UCN) and the biometric identif(&SI) for the imageset for whichthey wish

the audit trail informatioo be returnedf the biometric set identifier is not included, then the
UCN is mandatory, andll the biometric sstowned by the submitter will hesed.The

transaction will be processed and the requested audit trail will be returned if the origiriator
request is the owner of the image for which the audit trail is being retri€kiecbwner is

defined as the CRI who enrolled the biometric or the State Bureau for thé @RIrequest
contains any errors, an error response will be returned ingltide reason for the return in the
message field (MSGErrors associated withrecord identifier number, such as an image set not
being on file, will be reported in tregrorresponse

3.3.2.1Biometric Audit Trail Retrieval Query Request(BATQ) (NGI
Increment 3)

For each request, the submitter of the transaction ghetify which subject image audit trail
that CJIS will returnThe respose to this request will return only the audit trail for the images
owned by the submitter of the requédte first phae of implementation of thisansactiorwill
include Fingerprint Audit Trail Retrieval Request, Palmprint Audit TemidUnsolvedLatent
Audit Trail Retrieval Requestén future phases, this transaction will inclugiagerprint Audit
Trail, Photo AuditTrail, and Iris Audit TrailRetrieval Request&ach transaction caetrieve
either a specific biometric set or multiple biometric sets for an Identity or latent reCoed.
response to this request will be Audit Trail Retrieval Response.

The main inpts are the UCN to specify the Identity or latent record, BSI to specify a specific
biometric set, and IMT to specify the image types. Only a record owner (contributor) is allowed
to request an audit trail, so a transaction error is returned if anyoneahathéhe owner tries to
request itWhen IMT is provided without BSI, audit details are returned for all of the biometric
sets of type IMT that are owned by the requestor fsgiecifieddentity or latent record

(UCN). When BSI and IMT are not provided, the audit trail details returned will consist of all
biometric sets owned by the requestorthe specified Identity or latent record
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3.3.2.2Audit Trail Retrieval ResponsgBATR) (NGI Increment 3)

This transaction is tarned by the FBI to provide the requested audit trail record to the requester
for the imagefor which the requestor is the ownen file at the FBIThis message contains

details of when and how the biometric sets specified in a BATQ have been digsdmina

images from the requested biometric set have not been disseminated, a successful BATR is
returned, but it will not have any instances of audit trail data. If the requestor does not own any
of the images based on the BATQ request criteria, thigedglllt in a transaction error condition
(ERRA), including the reason for the error in the MSG field. Also, if the BSI or IMT is not
associated with the UCN, an ERRI would be the response.

This response wilinclude the subject or latent biometric recatentifier and the audit trail

record for that imaged new Audit Trail Record (ATR) field is added to support a repeating set
containing the ORI of the originator, date of dissemination, TOT used to acquire the image, the
BSI of the image, the image ty@d finger positions (when the complete set is not returned) for
each requested imadéthe max occurrencef the ATR is reache(lL00), the MSG field will be
populated informing user thkttest 100 records are returned

3.3.2.3Audit Trail Transaction Error (ERRI) (NGI Increment 3)
This transaction is returned by the FBI to indicate a transaction Erircludes a message field
(MSG) indicating the type of error detecté&ttror responses are describedhe Error Message
FormatSection.

3.3.3 Rap Back Information Retrieval Submissiors (Future Capability)

These future transactions will provide the subscriber of the Rap Back Service the ability to
retrieve their subscription status along with the designated recipients of the Rap Back
Notifications for those enhed in the Rap Back Servic&here will also be an opportunity for
the subscriber to retrieve Identity History Summaries for those enrolled in the Rap Back Service.

3.3.3.1Rap Back Subscription List (Future Capability)

This transaction will provide the Rap BaBubscriber the ability to retrieve their Subscription
List indicating their subscription status and list of designated recipients.

3.3.3.2Rap Back Identity History Summary Request (Future Capability)
This transaction will provide the owner of the Rap Baulolment the ability to request an

Identity History Summary for the individual enrolled in the Rap Back Seaftee receipt of a
Rap Back Activity Notification
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3.4 Investigation Service

To conduct an investigat i onngsagercywilleleardnicallyh e F B
transmit images and descriptive information as required by the AFIS/EBtli{fe AMP, when

needed) or useextracted characteristicdBiometric characteristics include classification,

features, and any other derived dataunesyl by AFIS/FBL.If the originator is a local law

enforcement agency, the request will go through their State Identification Bureau or an approved
channeling agencyl.he subsequent submission will be searched automatically with no additional
manual editnig or processindf candidates are identified, no identification decision is made by

the FBl.Instead, upto@c a n d i UCGN$ aesréiurned to the transmitting agency along with
fingerprint images from the highest scoring candidappendix E providesa summary of the
Investigation Service transactions with the T3goields that are optional and mandatory.

Appendix C contains the detailed information for each of the -Ryfpelds.

3.4.1 Tenprint Fingerprint Investigation Submissions

The tenprint investigadn process differs from electronic tenprint identification submission
processing in that there is no manual intervention on the part of th&@kBuser can request
specific finger images, up to all 14 fingerprint imagede returned with the responsa the
Fingerprint Number(s) Requested (FNR) fielthe sender must designate the TOT in the Type
record to specify the type of search request.

The following list of TOTs is applicable to tenprint searches transmitted to the FBI:

TOT TRANSACTION

TPIS Tenprint Fingerprint Image Searches
TPFS Tenprint Fingerprint Features Searches
TPRS Tenprint Rap She&earches

A hierarchical approach to tenprint searches must be adheiies, tto TPIS and TPFS).
Submissions by local agencies must be prazkby the local AFIS (if available) and
electronically transmitted to a state AFIS (if available) before being submitted to thié &BI.
identification decision is made at any of the previous levelsd#mfication response will be
transmitted to theriginating agency and there will be no further processing of the request at a
higher level.

The processing flow for tenprint submissions
Fingerprint Submissions. 0

All electronic transactions between tRBI and the originating state agency will be routed via
the CJIS WAN State and local agencies must handle the continuance of these transactions
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among themselves through the state netweok.OFOs, tribal, or international agencies, routing
of search andesponse will be via their connection to the CJIS WAN.

Figure 9 Investigation Fingerprint Submissions
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The following are the potential responsesetaprintfingerprintsubmissions

TOT RESPONSE TRANSACTION
SRT Search ResukTenprint

ERRT TenprintTransaction Error
TPRR TenprintRap Sheet Response

The Search Resultenprint(SRT) response will includa candidate list and the fingerprint
images of the highest scoring candidate who potentially matches the submitted fingerprints.
Retrieval of theadditional images is accomplished through separate image retrieval regbests.
Tenprint Rap Sheet Response (TPRR) will congdist of candidates and thaitentity history

in the Electronic Rap Sheet (ERS) fighdit no fingerprint images.
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3.4.1.1Tenprint Fingerprint Image Search(TPIS)

The Tenprint Fingerprint Imaggearchcontains tenprint fingerprint images along with any
required fingerprint classification information and descriptors by the origingielRattern

Level ClassificationRAT) field is to be included for every amputated or unprintable fingee
fingerprint characteristics will be automatically extracted fromirtieege submittedThere will

be no manual editing of fingerprint characteristidse search process of the criminal fingerprin
files is conducted and the results transmitted to the originEtterresponse consists of the match
report including the identification of matching candidates and the corresponding fingerprint
images of the candidate with the highest sdonages forlhe remaining candidates may be
retrieved through separate image retrieval requests.

3.4.1.2Tenprint Fingerprint Features Search(TPFS)

The Tenprint Fingerprint Featww8earchcontains fingerprint characteristics, including

classifications, which are extradtand transmitted by the originator along with search criteria.

The search process uses this information to generate the candid@teelistsponse is similar to

those for TPIS transactions should be noted that the fingerprint characteristics reféaodere
arethenatvenode f i nger print chariaecthedingerminti cs of t he
characteristicsdéd data transmitted Thei | | be in
originating agency must have the capability to extract and encagerginmt characteristics data

in the FBI native mode in order to use this TOT.

3.4.1.3Tenprint Rap SheetSearch(TPRS) and Responsg(TPRR)

The Tenprint Rap She8earchcontains tenprint fingerprint images along with any required
fingerprint classification irdrmation and descriptor§he PAT field is to be included for every
amputated or unprintable fingdihe fingerprint characteristics will be automatically extracted
from the images at the FBI with no human interventidrere will be no manual editing of
fingerprint characteristic§.he search process of the criminal fingerprint files is conducted and
the results transmitted to the originat®he Tenprint Rap Sheet Response consisitdeoitity
historiesfor up to the top twenty candidatésiages are naketurned as part of this process.

Note: TPRS is a limiteeuse TOT that requires coordination with FBI prior to use.
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3.4.1.4Search Result®d Tenprint (SRT)

This transaction is returned by the FBI in response to a TPIS or TPFS réiguekides a
candidatdist composed of the names ad@Nsof up to 25 subjects selected by AFIS/FBI as
determined to bpotential matches to the fingerprint images or features that were submiltéed.
fingerprint images of the first candidate on the candidate list will alsacheded.The

fingerprint images in the response may be specified by finger position in the search request.

3.4.1.5Tenprint Transaction Error (ERRT)

This transaction is returned by the FBI to indicate a transaction krrwludes a message field
(MSG) indicating the type of error detectdgtror responses are describedha Error Message
FormatSection.

3.4.2 Latent Print Investigation Submissions

The NGI Latent Friction Ridge (LFR) system replaces the IAFIS latent search cap@bidty.

LFR system offers astically increased accuracy through the use of latest generation matching
algorithms coupled with an evebased (vice composite) friction ridge repositdtyrther, the

LFR expands the friction ridge repository and latent searching beyond fingerpiangsim and
supplemental (joint and tip) prints.

A CJISuser may transmit one or more latent print imaagegbr corresponding features sets,
assumed to be from the same subject, to be searched agairssidhe FBI friction ridge
repositoriesThis laent print search request will originate from the agency having legal
jurisdiction of the casfederal, state, localr international) The evidence will be processed and
the desired lateritiction ridge impressionwill be electronically captured.o corduct asearch
with the capturedhtent pring, the originating agency will electronically transmfie latent print
imageswithin a Latent Friction Ridge Image Search (LFIS) or the latent print features and
preferablythe latent print images within a Latdfriction Ridge Features Search (LFFS)
transactionThe image in an LFIS/LFFS transaction should be known to be upright (tip up £
159), with no obscuring background or ltiple impressions in the imagBy default, hese
imagesandbr featurewill be stoed in the Unsolved Latent File (ULFYhe user may override
this behavior by setting tHeéLF flag to no.

All AFIS searches must adhereathierarchical approachiransactions generated by local

agencies must be processed by the local AFIS (if ava)lald electronically transmitted ttoe

state AFIS (if available) before submitting a search to the IIFBh identification decision is

made as a result of processing at any level, there will be no further processing of the request at a
higher level All electronic transactions between the FBI and the originating agency will be

routed via the CJIS WANr other approved electronic communication medium
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The response to a valid latent search transaction will contain a TOT of "SRL" (denoting "Search
Results Latent") in the Typel Recordlt will also includethe UCN of up to the number of
candidates requested (NCR) and the corresponding friction ridge imagesothe Number of
Images Requestedl(R) of thecandidatés) that potentially matclghe latent print. If the latent
search included more than dagent print(a multilatent search) single mergedandidate list

will be returned.

In the initial rollout of NGI Investigative Services, Latent Friction Ridge investigative search
TOTs will have he NDR field added and will accept values specified in EBTS for Criminal
Master File, Civil File, Unsolved Latent File, and FBI Special Population Cognizant (SPC) Files
(if the requesting ORI is allowed to search the requested SPCrhkedefault behawr when

this field is not present is to only search the criminal reposikmya given latent investigative
search, NGI will not search both known (FRIF) and unknown (ULF) repositoriga® NDR

field contains both repository designations, only theakmeoepository(ies) will be searched, and
this scenario will be reported in the SRL (see MSG field of SRdglitionally, the user will be

able to optionally select, in investigative searches, whether features and matched minutiae for
each candidate printareturned in the Latent Friction Ridge search result response. The
extendedeaturesetand matched minutiae will reside in the EFS section of the-Byjeeord for

the candidate(s), as defined in the ANSI/NHST 1-2011 standardseveral changes to the
investigative TOTs within EBTS for NGI will require system programming updatiadéo
advantage of these new capabilities. CJIS will continue to be backward compatible along with
providing new fields teuccessfully utilizeéhe new NGiinvestigative sefices.

In future releases beyond the initial rollout of NGI Investigative Serviaestinvestigative
searchesvill have the capability toequest a simultaneous search of otheernal systes) such

as Canadimélb SyRtemadr DHS IDENTSubmitters will enter the appropriate values

for the desired destination in the Name of Designated Repository (2.098 NDR) field in the Type
2 record.

The biographi@and/or biometriaescriptor data contained in the Typeecords) of the

LFFSLFIS search tansactiorareused tareducethe search penetratiaf the desired

repositorieslf two Type-2 records are included in the search transactionyhe-2 with the

ULF flag =AY 0is used for deposit of the latent into the ULF, whileTgpe-2 with ULF =fiNO

sets the search filtering criteria to limit file penetratdfen there are two Typ2 records and

the ULF flag in both ar e-2Wwilbe usedforsearthing andctieu d e d
second one will be used for the deposit of the lataatthre ULF.Limiting file penetration by

filtering searches based on known information increases search accuracy and improves search
response timdnvestigative services users are encouraged to limit searches of the civil and/or
criminal file to no morettan 50% of the population of the file(s) being searcheal will

support the biometric filter criteria friction ridge position code and pattern classificatidmwill

also support the biographic filter criteria date of birth (only the year of birthe)urace,

gender, place of birth, and place of arr€(Q2.044. A Latent Penetration Que(LPNQ) may
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be sent to determine the percentage of repository penetration prior to initiation of aBearch.
results will be returned in a Latent Penetrati@spons€LPNR). The response will include the
percentage of the repository penetration determined from the submitted parameters insthe field
of the Type2 record Detection of errors will cause a Latent Transaction Error (ERRL) response.

The FGP field mgcontain one or moref the possible finger or palm positions thay match

the latent imagelheintegercode number corresponding to the known or rpostbable finger

positionwill be taken fromthe ANSENIST ITL Standard-inger PositionTable orPalmgint

Position Table andntered as a oner two-character ASCII subfieldSee Appendix P for

acceptable valuesfAdditional finger and/or palmpositions may be referenced by entering the

alternate position codes as subfields separateéddiy R S@paratr characterThe codei0o for

AUnknown Fingebd shall be used to refereneeery finger position from one through tée

code A200 f or @ Unk n orefarende averymlisteoslrmpairtpositionefTheu s ed t o
Type-2 PPD field is used when FGP is &&fl9 to filter which part(s) of a supplemental print(s)
should be searchei,the code #1806 for AUnknown Friction R
every listed friction ridge position and will be used as the default when FGP is omitted or blank.

When sulmitting a single latent image, the submitter may use the PAT (2.034) and FGP (2.074)
fields as follows to indicate that the position is unknown while allowing speculation on the finger
position:( 1) set the Finger Number UMKNOWNWiIled of FGP
supplying the Pattern Classification Code as usual; (2) in conjunction, submit one or more

instances of the FGP field containing the finger position guesses; and (3), in the FGP field of the
Type7 / 13 r e c or ldmanydimger duesss fail &single finger search are provided, the

PAT field should be entered only for the first finger guess and will be automatically duplicated

by CJIS for all other finger guesses.

The following list of TOTs is applicable to lateniction ridgesearcles transmitted to the FBI:

TOT TRANSACTION

LFIS LatentFriction Ridgelmage Search
LFFS LatentFriction RidgeFeature Search
LPNQ Latent Penetration Query

The following are the potential responses to latection ridgetransactions:

TOT RESPONSETRANSACTION
SRL Search ResukLatent

LPNR Latent Penetration Response
ERRL Latent Transaction Error
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Figure 10 provides a high level view of the latent friction ridge investigative service workflow,
to include the notification service and data manag® service transactions explained in
sections 3.5 and 3.6 respectively.
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Figure 10 Latent Friction Ridge Investigation Workflow
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The following paragraphs describe in detail the TOTs associated with the Latent Friction Ridge
Investigative Service.

3.4.2.1Latent Friction Ridge Image(s)Investigation Search (LFIS)

The latent friction ridge image(s) are transmitted along with the search criteria by the originator.
The friction ridge features will be automatically extracted from the @sagth no human
intervention.There will be no manual editing of friction ridge characteristics by FBI Latent
ExaminersCJIS will conduct a search of the designated repository or repositories and will
transmit the results back to the originatarthe e/ent that images are of insufficient quality for

the LFR system to be able to extract features and perform a search, CJIS will respond with a
Latent Transaction Error message.

Multiple fingerprint images may be searched if the submitter believes the iar&geem a
single subjectMultiple fingerprintimages must be accompanied by a unique fiprg@rposition
for each imageOnly this set of finggarint positions will be searched.

When one latent friction ridge image is transmitted, the submitter rolydamultiple friction
ridge position guesses in the FGP field, values from Taf@lédand in Appendix PNGI will
utilize the PPDwhen FGP =190 support thesupplementafinger positions

The user is also able to optionally select whether featmsnatched minutiae for each
candidate print image are returned in the LFIS response. The features and matched minutiae will
reside in the EFS section of the Typeecord for each candidatedefined inAppendix J

Latent friction ridge images submittéat searches may be added to the Unsolved Latent File.

One or two Type records may be submitted in the search mesHfawdy one Type2 record is

submitted, CJIS will automatically use the descriptive data in that record for the search, and if
theULFf | ag i s set to fAY0O or is omitted, wWill use
two Type2 records are submittethe onewith the ULF flag set t@Y o will be used to set the

ULF deposit parameters to filter when it is reverse searched byriggpalmprint/supplemental

print transactions or when it is searchiectly by another latent print, while the other Type

will be used to limit the search penetratitfriwo Type-2 records are present and either both are

AY 0 or both ardiNo or do nothave a flag, then the firstill be usedfor searching and the second

will be usedfor enroliment.
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3.4.2.2Latent Friction Ridge Features Search (LFFS)

The latent friction ridge features are extracted and transmitted along with the search criteria by
the orginator in this transactioWhile inclusion of the search image is optional in this
transaction,tiis highly recommended to include the latent image within the LFFS to increase
search accuracyhe search process of the desired repository or repositeilidoe conducted

and the results will be transmitted back to the originator in an SRL TOT as described for the
LFIS transactionThe friction ridge features referred to here are the EFS friction ridge features as
defined inAppendix J

Originatorsareencouraged tadd the latentmage along witleaturesn thesearch message to

be added tethe ULF. Multiple-finger searches and searches where the finger position is not
known are to be treated in the same manner as the TRéSoriginating agency mubkave the
capability to extract and encode friction ridge features compliant with the EFS to use this TOT.

3.4.2.3Search Results Latent (SRL)

This transaction is returned by the FBI in response to a latent search rkquéishclude a
candidate list comgsed of names and UCNs of each candidate (up to the NCR field value) along
with the corresponding friction ridge image(s) of the number of images specified in the NIR field
of the search message using the F§pé4 or 15 recordJp to 99 candidates, thematch scores,

and the finger/palm/supplemental positions of the images on file that matched may be included
in the responséf the NIR is not specified, then the top 20 matching images will be retufned.

the NCR is not specified, then the top 20 caattid will be included in the candidate liBhe

NCR and NIR field are added to the Typdor SRL to report the total number of candidates and
images contained in the SRL. It is not echoed from the redoesidition, if the search included

an indicatiom that the latent image should be stored in the Unsolved Latent File, the SRL will
return the UCN (2.014) of the storadsolvedatent image.

The SRL will contain a candidate list of potential matches from the repositories that were
searchedThe user maoptionally select in the search request (LFIS or LFFS) whether features
and matched minutiae for each candidate print image are returned in the SRL response. The
features and matched minutiae will reside in the EFS section of thedTigmerd for the
candidate(s)When RFR is selected, the probe features will always be IDC=1, and the candidate
list images/features will always begin with IDCTherefore, when NIR is 20 there will be 21
Type-9 records, the first one will present the matched minutae cletlrehed image and the
remaining recrods will be those of the candidates retuBesides the currently supported
criminal identifiers being returned as candidates, Civil and Unsolved Latent identifiers will also
be supported. The friction ridge data niaglude Palmprint and Supplemental Fingerprint and
Palmprint.
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A new CandidaténvestigativelList (CNL) field is added for SRLThe legacy CAN field remains

and will continue to be populated to support backward compatibiityhe UCN field NG

returrs UCNs, FNUs, and CRNs. For latent records from the ULF, the UCN will be returned
(even if the old SCNA value exist$jor the new CNL field, the IMT subfield indicates the type

of image being returnednd the PPD fieldcoupled with the existing FGP fae{when FGP

equals 19)indicates the finger or palm position code of the image. If the IMT field indicates a
latent image, then the UCN subfield of the CNL field is a latent UCN for that candidate. The
Biometric Set IdentifierBSI) for each image is retned. TheBiometric Image AvailableRIA)

field is provided to indicate the available biometric image types for the identity. The BSI and the
BIA allow the recipient to request more images for the subjée.NDR field is only populated
when latent searalequests specify only SPCs to be searched. It will be populated with the SPCs
the candidate resides in from those SPCs actually seaie®DR field is a future capability
where it will be populated with the NDR value(s) the candidate resides ireditoithose NDR
values actually searched.

If there are hits from multiple events for a given UCN, these BSlIs will alssted in CNL
following the top UCN scoring candidates. These multiple event entries will not populate the
IDC and NOT subfield, and no images/features are returned. Within a given SRL it is possible
that there will be multiple candidate lists concatenstgdther in a single Typ2 based on the
friction ridge type of the candidatéBhe maximum possible lists are three. They include a list
for the fingerprints, a list for the lower hand and a list for the upper hand. The Fingerprint list is
from the tradional distal rolled and flats. The lower hand is comprised of Palmprints of the
lower palm positions including the interdigital area. The upper hand is comprised of the upper
palm positions including fingerprint friction ridge (EJI and tip) and interdigitea.Each list

will be ranked and images/features will be returned for the top BENJandidate from each

list. In these multiple lists it is possible for the UCN to be duplicated. The lists can be
distinguished by IMT and position code.

The MSG field is added to report to requestor that the latent search request specified repositories
that contained both known and unknown records,(®DR of CMF and ULF). The text will

state that the unknown records or repository(ies) were not searched, and the search result is for

the designated FRIF (known) repositories. When this scenario pttuamnessage will be the

first entry in the MSG field so it stands out for the user. When images, candidate features and
matched minutiae are beingreturnech e MSG f i el d wi | Thismatchwascont ai
made using information beyond featuré daThié caveat text is provided because the NGI

matcher improves accuracy by use of additional imagery data.
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3.4.2.4Latent Penetration Query (LPNQ)

The Latent Penetration Query allows the user to check for the percentage of the Gmahioal
Civil repostory that will be accessed by a latent friction ridge sedrhbk.query contains the
search parameters that will be defined in either the LFIS or LFFS search request ir2a Type
record.The search parameters can contain repositories, biogm@gsudptos (DOB, RAC,

SEX, GEO& POB), fingerprint classificatiorfpertinent general class values are AU, WU, RS,
and LS) and fingerprint/palmprint position code déad PPD when FGP =19)hile the NDR
field supports all valid values for repositories, meanihgénetration values are only returned
for Criminal and/or Civil repositories. If SPC(s) and/or ULF are the only entries for, NieR a
penetration value for the Criminal repository is returned based on the rest of the search criteria.
This allows usersotset the search parameters to ensure that the search does not exceed the
maximum penetratiorecommended by CJIS of 50 percdtenetration tables developed by the
NGI LFR system may be used as an aid to help the user determine expected periiration.
transaction applies only to a single finger, even if the original transaction included multiple
fingers.

3.4.2.5Latent Penetration Query Response (LPNR)

The response to a penetration query will contain the estimated size for the repository search
based on th&ansactiordefined characteristic3he response will indicate the percent
penetration to allow further refinement of the search criteria.

The Penetration Query Response field (PEN) contains a penetration percentage as determined by
the search criterianithe LPNQ request. The penetration value returned in the PEN field will be a
combined percentage of the repositories specified in the LPNQ request. SPC(s) and ULF are not
considered (see LPNQ above).

3.4.2.6Latent Transaction Error (ERRL)

This transaction iseturned by the FBI in response to a transaction that contained errors such as
search exceeding the penetration threshold, missing or inadequate quality fingerprints, missing
mandatory information, or invalid content$ie MSG field shall include additiohaformation

on the causes for the rejectidrror responses are describedha Error Message Format

Section.
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3.4.3 Latent Administrative Queries, Requests, and Responses

Administrative requests can be solicited by the users to improve the accuraciicaenicgfof

their latent operations by gaining insight into the composition of the CJIS search repositories for
use in search filtering-he Latent Repository Statistics Query (LRSQ) provides the users with

the statistical representation of the FBI Crinhiawad/or Civil Master File used to estimate search
penetration.

The following Types of Transactions (TOTSs) are included in the Latent Administrative Queries:

TOT TRANSACTION
LRSQ Latent Repository Statistics Query

The following are the responses e tabove transactions:

TOT RESPONSE TRANSACTION
LRSR Latent Repository Statistics Response
ERRA Administrative Error Response

3.4.3.1 Latent Repository Statistics Query (LRSQ)

The LRSQ requests the current statistics used to estimate the penetratioGrohthal and/or

Civil Repository by a latent search based on the various input characterisisoguery will

provide the users the data required to update the statistical representation used to estimate the
repository penetration of a latent search aithhaving to use the Latent Penetration Query.

3.4.3.2 Latent Repository Statistics Response (LRSR)

The Latent Repository Statistics Response to the LRSQ will provide the users the data required
to update the statistical representation used to estimate tstoep penetration of a latent
searchThe ASCII file contained in the RSR field will contain the filter parameters used to filter
searches of the NGI repositories (civil and/or crimiraBta will be returned for the civil and
criminal files individualy, as well as for the civil and criminal files in tot8tatistics will not be
generated for the ULF or SPC(s), as the sizes of these files will be trivial compared to the civil
and criminal repositories.

3.4.3.3 Administrative Transaction Error (ERRA)
This transaction is returned by the FBI to indicate a transaction #rnecludes a message field

(MSG) indicating the type of error detect&aror responses are describedha Error Message
FormatSection.
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3.4.4 Biometric Investigation Submission

In addition b the FBI accepting other biometrics in conjunction with Tenprint Fingerprint
Identification Submissions and enroliment of other biometiceye future, CJIS/FBI will
aceept biometric investigation submissions othentfingerprints as search enginescbme
available.

3.4.4.1Photo Investigation Search TransactiongFuture Capability)

Searching for photos in the FBI/CJIS database will be accomplished by three different methods.
The Text Based Photo Search will consist of using biographical data to retlistvef possible
candidates and their most recently taken facial pAdte.Text Based SMT Photo Search will
consist of using SMT descriptors to find a list of possible candidates and their SMT pihetos.
Facial Recognition Search will consist of compgrieatures from the photo supplied on the
transaction against the set of features in the FBI/CJIS database.

3.4.4.1.1 Text Based Photo Search Request (Future
Capability)

This transaction will allow the user to specify biographical data to be used in a search for
possible candidateShe response consists of a list of candidates along with the most recently
takenfrontal facial photos or facial photos of the candidates with the highest Bbaotes for

the remaining candidates may be retrieved through separate retagval requests (IRQ).

3.4.4.1.2 Text Based SMT Photo Search Request (Future
Capability)

This transaction will allow the user to specify SMT descriptive data to be used in a search for
possible candidate$he response consists of a list of candidates alotigtiae SMT photos of

the candidates with the highest scdétkotos for the remaining candidates may be retrieved
through separate image retrieval requests (IRQ).

3.4.4.1.3 Facial Recognition Search Request (Future
Capability)

This transaction will allow the us&r submit a photo to be used for searching against the
FBI/CJIS photo repository for possible candidalds response consists of a list of candidates
along with the most recenttgkenfrontal facial photos or facial photos of the candidates with

the hidhest scorePhotos for the remaining candidates may be retrieved through separate image
retrieval requests (IRQ).
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3.4.4.2Iris Investigation Search Request (Future Capability)

This transaction will allow the user to submit an iris image to be used for seaagaimgt the
FBI NGI iris repository for possible candidatdhie response consists of a list of candidates
along with the iris images of the candidates with the highest dasrenages for the remaining
candidates may be retrieved through separate imeuigeval requests (IRQ).

3.4.5 Biographic Investigation Submissions

The Biographic Investigation Submissions are unigue to performing an investigative search
using the subjectds Dbi ogrTaechangng pobtitahandsacsglt ead o
climate necessitates the development of a process to ensure that people attending large public
functions, such as the G8 Summit or a political convention, are not associated with terrorist or
criminal organizationsThe development of the retrieval ofasabje 6 s hi st ory vi a a
search provides a means to efficiently screen large numbers of pHupléunction is available

on a limited basis to federal agencies with prior written authorization from the FBI.

See Appendix B for details of the Tyfgecord, Appendix C for details of the TyRerecord,
and Table B3 for a complete list of all mandatory and optional data for the Biographic
Investigation Submissions.

The following TOT is applicable to these biographic search submissions to the FBI:

TOT TRANSACTION
EQHR ExternalQueryHistory Request

The following are the responses to the above transaction:

TOT TRANSACTION

EHRR Electronic History Request Response

EQRR External Query History Request ResponSeimmary
EQER External Query Histor§rror Response

ERRR Transaction Error (Electronic Response)

3.4.5.1External Query History Request (EQHR)

TheExternal Query History Reque€EQHR) submissiom equi res t hat plachke subj
of birth, anddate of birth be submitted. A more accuratedidate list is compiled if the

biographic search is performed with more criteria. Therefore, optional data, such as hair/eye

color, height oweightmay be submittedExternal History Queries will have a transaction

priority level of 6, which isconsidele fsecondaryo with aSeeesponse
Appendix A.)
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3.4.5.2External Query Request Response (EQRR)

An External Query Request Response (EQRR) will be returned containing the summary list of
zero to twenty candidates that were found as result ditternal Query History search.

3.4.5.3External History Request Response (EHRR)

For each candidate returned in the EQRR, a separate External History Request Response
(EHRR) is returned, if requestdfino candidates are returned in the EQRR, no EHRR messages
will be returned to the contributdeach EHRR message will contain laientity History

Summaryfor a candidate returned in the summary report.

3.4.5.4External Query Error Response (EQER)

When the External Query History Request contains errors, such as missidgtong

information or invalid contents, the External Query Error Response (EQER) will be returned to
the contributorThe response will include the message field (MSG) indicating the type(s) of
error(s) encountere&ee the Error Message Format Sectiamiore detail on how this response
is formatted.

3.4.5.5Transaction Error (Electronic Responsg (ERRR)

When the result of the External Query History Request contains candidate(s) whdentitye
History Summaryis not available, th&ransaction Error (Eleanic Responsg(ERRR) will be
returned to the contributoAs a large number of records for persons born before 1956 have not
been automated, thosgentity History Summariesvill not be availableThe ERRR will include

a message field (MSG) indicating thatus of the record’he record will be converteth three

to four business days, the contributor may submit a febavEQHR request to receive the
Identity History Summaryelectronically.
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3.5 Notification Service

The Notification Service provides agéeg with unsolicited notifications from the system based
on event criteria (triggersin unsolicited notification may be triggered by functions initiated by
the system, Authorized FBI Service Providers, or Authorized Contrib@aes of the functions
tha may trigger these notifications are the cascaded searches from identification and
investigative searcheAnother may be triggered by the update of an Identity History record.
Appendix E provides a summary of the Information Service transactions witlyplee? fields

that are optional and mandatoAppendix C contains the detailed information for each of the
Type-2 fields.

The FBBs responses tgystem initiated functionare as follows:

TOT RESPONSE TRANSACTION

ULM Unsolved Biometric Match

UULD Unsolicited Unsolved Latent Delete
UHN Unsolicited HitNotification

3.5.1 Unsolved Biometric Match (ULM)

An Unsolved Biometric Match Notification contains an unsolved biometri¢Uild=) match
notification. These notifications are sent to the ova@rtheunlved biometricwhen newly
submitted criminal, civil, or latent friction ridge seaesimatch an unsolved latent case image
They also can occur after a Biometric Decision submissiarpssible identificatiowhich

followed one of two different scenas@f directed searches of the ULF: where the requestor
does not own the latent candidate record, or when the probe for search is also a latent. The BIA
field is added for cascaded searches of the ULF to reflect the available biometric image types
availablefor the enrolled Identity that matched the latent. The existing SCNA field is populated
with the legacy SCNA value if NGI has it, if not it is populated with the UCN value for the ULF
latent that matched. The BSI field uniquely identifies the matchingédtiac set, the IMT field
indicates what type of biometric set matched the ULF record, and the PPD field works with the
existing FGP field to identify the matching images if the matching set is a Supplemental Print
set.

Currently the IAFIS/NGI system retas these notifications for fingerprintBhe response will

include the UCN along with biographic identifiers associated with the subject that matched the
unsolved latent imag&he ULM will return the complete image set that was matched against the
Unsolwed Biometric Filelf the submission is not retained by IAFIS/NG to 14 images

associated with that submission va# returned in this traaction when a tenprint record hits
againstatentimagesinthe ULH.he fiowner 6 of the unsolved | at e
conducting the compariso@urrently the CIN, CIX, ATN, SCNA, and CRI fields are associated

with the unsolved record while tf@Il, NAM, AKA, POB, CTZ, DOB, SEX, RAC, SMT, HGT,
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WGT, EYE, HAI, PPA, PHT, DPRMSG, FGP, BSI, PPandBIA fields are associated with
the identityor submissiorthat hit against the unsolved record.

In the future, other biometrig¢se., Palmprint and @plemental Fingerprints and Palmprints)
will be included in these notifications along with the use of this notification for a decision made
against an image in the unsolved repository.

3.5.2 Unsolicited Unsolved Latent Delete (UULD)

This transaction is usdd indicate that a record has been deleted from th&ERF by the

LFR systemWhen an attempt is made to add a record and the ULF (or a particular subfile of the
ULF) contains the maximum number of allowable records, themt@mated delete ocaThe

record deleteavill be the oldest record in the file/subfilé.a set of unsolved latent images were
added from a muklfinger latent search, the UULD applies to the entire set of images aduzd.
existing SCNA field is populated with the legacy SCNAueaif NGI has it If not, it is also

populated with the UCN value for the ULF latent.

3.5.3 Special Population Cognizant (Future Capability)

A Special Population Cognizant Notification contains either a notificati@ndecision made
against an image in tlepecial population cognizant repositanya special population cognizant
file match notification for any of the biometrics (i.e., fingerprint, latent, palm, photo, or iris).
These notifications are sent to the owner of the biometric

3.5.4 Rap Back Activity (Future Capability)

In the event that a criminal or civil submission, disposition, or external system activity identifies
an individual with an active Rap Back monitoring flag, a Rap Back activity notification will be
sent to the Rap Back record owner ardighated recipient®rior coordination with the FBI

will determine the type of notification agencies will receillee FBI will send a Rap Back

expiration notification to the Rap Back record owner 30 days prior to the designated subscription
expiration éte for each Rap Back enrollment, with an option to renew.

3.5.5 Rap Back Subscription RenewalNotification (Future Capability)
The FBI will send a Rap BadRenewalNotification to the Rap Back record owner prior to the
designated subscription expiration dfiteeach Rap Back enrollmerithe Rap Back record

owner then submits a Rap Badlaintenanceequest to renew their Rap Baskbscription
associated witthe CJIS record.
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3.5.6 Unsolicited Hit Notification (UHN)

This type of notification will be provided to tloevner of a record whethere is a hit against a
highly probable candidat&orthe initial implementatioyonly certain types ofrnsactions will
initiate Unsolicited Hit Mtifications(UHN) anddissemination rules for responses frRRIS
transactionsvill be usedIn the future, dissemination rules will be applied based on
implementation of a mukliiered data structur€@nly agencies that have signed up for this
notification will receive this message type.

3.5.7 External Link Record Activity Notification (Fu ture Capability)
This type of notification will be provided when file maintenance activities (e.g., posting an
arrest, consolidating records, expungement of last cycle) occur against a record which contains
an external system linkhese notifications wlilbe sent to the external system owner of the
record containing aexternal system link.

3.5.8 External Link Failure Notification (Future Capability)

This type of notification will be provided to an external system when an external link could not
be establisheton the subject requested
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3.6 Data ManagementService

This new service will provide users with the ability to manage data within Calfaws uses

to add, delete, and modify data contained in CJIS that is under their cApehdix | provides
a sunmary of the Data Management Service transactions with the 2 fieéds that are optional
and mandatoryAppendix C contains the detailed information for each of the -Ryfields.

3.6.1 Latent Image Maintenance Submissions
An authorized contributor caransnit file maintenance messages to specify transactions related
to the unsolved latent file; specifically, an Unsolved Latent Record Delete Request {WieD).
processing flow for electronic requests to delete unsolved faietian ridgerecords is
illustrated inFigure 11

Figure 11Electronic Requests to Delete Unsolved Lateffiriction Ridge Records
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The following TOTSs are latent file maintenance transactions transmitted to the FBI:

TOT TRANSACTION
ULD Unsolved Latent Record Delete Request

TheFBI& responses to latent maintenance transactions are as follows:

TOT RESPONSE TRANSACTION
ULDR Unsolved Latent Delete Response
ERRL Latent Transaction Error

3.6.1.1Unsolved Latent Record Delete Request (ULD)

This TOT is used to request that unsolveddate f i | e records be removed
Unsolved Latent filesThe identification number used to designate the latent record to be deleted
under NGI will continue to be the CIN/CIX and the SCNffa set of unsolved latent images

were added from a muitinger latent search, the ULD applies to the entire set of images added.

The existing SCNA field is populated with either the legacy SCNA Jahie may be the only

identifier the submitter hagy the UCN of the latent record to be deleted.

3.6.1.2Unsolved Laent Delete Response (ULDR)

This transaction is used to indicate that a record has been deleted from the FBI's Unsolved Latent
files in response to a ULD messagjbe Type2 record contents of the ULDR transaction can be
viewed in Table-1.

3.6.1.3Latent Transaction Error (ERRL)

This transaction is returned by the FBI to indicate a transaction krrludes a message field
(MSG) indicating the type of error detecté&aror responses are describedha Error Message
FormatSection.

3.6.2 Fingerprint Image Submissions

Fingerprint image update transactions are to be used particularly by states participating in the
National Fingerprint File (NFF) when they obtain fingerprints from subjects already on file that
are of substantially better quality or includiferent characteristics than the existing ofesg.,

a new scagr The new fingerprints are submitted to the FBI for evaluation and inclusion in the
FBI files.

Fingerprint | mage Submi s s iAbIdingdrgrnt i aqgeswniudtdd u s e
accounted for in the update request to verify identification and finger seqié&eceBl will
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determine whether to update the master fingerprint imadesprocessing flow for electronic
requests to upgrade fingerprint images is illustratdeéignre 2.

The following TOTs ardingerprint imagdransactions transmitted to the FBI:

TOT TRANSACTION
FIS Fingerprint Image Submission

The FBBs responses tiingerprint imagemaintenance transactions are as follows:

TOT RESPONSE TRANSACTION
FISR Fingerpint Image Submission Response
ERRI Image Transaction Error

Figure 12 Electronic Requests to Upgrade Fingerprint Images
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3.6.2.1Fingerprint Image Submission (FIS)

This transaction is used to submit electronic fingerprint images that are candidategdding
the FBI fingerprint image filedt is intended primarily for use by NFF states when it is
determined that a second or subsequent arrest provides fingerprints of significantly better quality
than those previously submitted to the FBI, or whendeigermined there are new fingerprint
characteristics such as scars or amputatibims.transaction submits the new fingerprints to the
FBI for evaluation and possible inclusion in the FBI filek.14 fingerprints, rolled and plain,
must be accounted fto verify the identification and confirm fingerprint positiofitie FIS

TOT will support the submission of Palmprint image sets and Supplemental Fingerprint and
Palmprint image setsee details in Sectie3.6.3.13 & 3.6.3.1.9. Userswill be allowed to
submit multiple image sets in the same message. FIS will allow users to submit image sets
to be attached to an existing event or to add image sets to an idemtiguentidentifier field

will be added to the Typ@& record to allow the user to sjfgan event identifiefrom a prior
eventfor assigment ofthe new image sets.

3.6.2.2Fingerprint Image Submission Response (FISR)

This transaction is returned by the FBI to acknowledge a valid fingerprint image submission and
specify which finger image(s)eve updatedn the future, the new field biometric set identifier

will be added for the biometric sets enrolled in processing the FIS me$sagesponse

contains the biometric set identifier for each biometricabtitted.The FGP field continues to
indicatewhich fingers are replaced for messages including fingerprints, but as composite
biometric sets are not maintained for Palmprint and Supplemental Print sets no corresponding
values are sent back from the biometric sets.

3.6.2.3Image Transaction Error (ERRI)

This transaction is returned by the FBI to indicate a transaction krrludes a message field
(MSG) indicating the type of error detecté&dror responses are describedemor Message
FormatSection.

3.6.3 Biometric File Maintenance Submissions

Electronic biometric file maintenance services include transactions for eniatiirand
deletingbiometricsfrom a specified FBI/CJIS repositoryo allow for modification of biometric
data, the useshouldsubmit transacticsto remove the biometriand then enroll the updated
biometric into the specified FBI/CJIS repositovwhen cascaded searctaesl investigative
searcheseturn possible matches, the user can subtmb@etricdecision notification for the
purpose identifying an unknown candidate.
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The following TOTs ardiometrictransactions transmitted to the FBI:

TOT TRANSACTION

FIS Direct Supplemental Fingerprint afthlmprintEnroliment Request
FIS Direct PalmprintEnroliment

BDEL Biometric Delete Request

CPD Subject Photo Delete Request

BDEC Biometric Decision Submission

The FBBs responses toiometrictransactions are as follows:

TOT RESPONSE TRANSACTION

FISR Supplemental Fingerprint and Palmprint Enrollment Response
BDELR Biometric Delete Response

PDR Subject Photo Delete Response

BDECR Biometric Decision Response

3.6.3.1Biometric Enrollment Tra nsactions

3.6.3.1.1 Direct Fingerprint Enrollment Request (Future
Capability)

In the futurefingerprint imagesnay be submitted separately from the normal tenprint
transaction by using the Direct Fingerprint Enrollment reqUésse fingerprint images must
meetCJIS standards for searches to allow them to be sitoted Special PopulatioGognizant
(SPC) repositorieCJIS will respond with a Direct Fingerprint Enrollment Response transaction
to show successful receipt and storage of the iméige. images d not meet CJIS standards

for searches, an error response (BRRll be returnel to the user.

3.6.3.1.2 Direct Latent Enrollment Request (Future
Capability)

In the future, latenimages may be submitted fenroliment intoan SPC by an Authorized
Contributorusing the Direct Latent Enrollment RequeStllS will respond with a Direct Latent
Enroliment Response transaction to show successful receipt and storage of the images into the
specified SPCIf CJIS encounters an error associated with this actioarror response (ERR)

will be returned to the user.
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3.6.3.1.3 Direct Supplemental Fingerprint and Palmprint
Enrolliment Request(FIS) (NGI Increment 3)

Supplemental fingerprints and palmprintages may be submittedncurrently witha normal
Tenprintldentificationtrans&tion or by using tls Direct Supplemental Fingerprint and
Palmprintimage EnrolimentequestThis request mudie accompaniedby a set ottenprint
fingerprint images for validation with the UCN includiedprovide complete assurance that
these images almeing enrolled with the proper recotfithis request is not accompanied by a
set of tenprint fingerprint imagean agency must have an MOU in place with the FBI prior to
sending transactiongithout fingerprint images attachedhese supplemental ptsare enrolled
into the CJIS repository when distal fingerprints from the supplemental (EJI) image can be
matchedagainst theenprint fingerprint imagesubmitted

Currently, hesupplemental fingerprint and palmprintages will be stored ithe CJIS
biometricdatabase fosearchingand will be associated with the Identity (UCN), creating a new
event.In the futurethis transactionvill allows users to submit image sets to be attached to an
existing eventby using @a Eventldentifie{EVI]). When teprint fingerprint images are
included in this transaction, they will be used to conditigngbdate the composite tenprint
fingerprint images.

CJISwill respond with eDirect Supplemental Fingerprint and Palmpiimage Enroliment
ResponséFISR)transation to show successful receipt and storage of the inageg with the
newly created BSand EV!1 If the submitted fingerprints do not match the given UCN, an error
response (ERR) will be returned to the usdf.the quality of the images being enrallsatisfies
fingerprint searching thresholds, FBI will cascade a search of the unsolved fingerprint file and
marked special population file(s).

3.6.3.1.4 Direct Photo Enroliment Request (Future
Capability)

In the future, photimages may be submitted separatetyrfra normatenprinttransaction by
using theDirect Photolmage EnrolimentequestAn agency must have an MOU in place with
the FBI prior to sending transactions that do not have fingerprint images attéobhetioto
images will be stored iaCJISdatéase for future searching capabilifyo provide complete
assurance that thghoto imagesre being enrolled with the proper record, in addition to
providing theUCN of the existing record, submissiomsybe accompanied kslectronic
tenprintfingerprintimages for verificationCJISwill respond with eDirect Photolmage
Enroliment Response transaction to show successful receipt and storagphaitthemages If

the submitted fingerprints do not match the given UCN, an error responsé JERRoe

returned to the uself the quality of the photo images being enrolled satisfies facial searching
thresholds, FBI will cascade a search of the unsolved photo file and marked special population
photo file(s).
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3.6.3.1.5 Direct Palmprint Enroliment (FIS) (NGI Increment
3)

The FBI will allow law enforcement agencies to enpalmprins associated with previously
enrolledtenprintrecordsby using the Direct Palmprint Enroliment requé&slimprintimages

may beenrolled when submitted in conjunction wamormalTenpint Identificationtransaction

or by using tls Direct Palmprinimage EnrolimentequestThis request must accompanied with
a set of tenprint fingerprint images for validation with the UCN includech @g@ncy must have
an MOU in place with the FBI prido sending transactions that do not have fingerprint images
attachedThesepalmprints are enrolled into the CJIS repository whteadistal fingersegments
from the palmprint image can be validated againstehprint fingerprint imagesubmitted.

Thepalmprintimages will be stored ithe CJISdatabase for searchiagd will be associated
with the Identity (UCN), creating a new evenin the future, his transactionvill allow users to
submit image sets to be attached to an existing event . Whaitdimgerprint images are
included in this transaction, they will be used to conditigngbdate the composite tenprint
fingerprint images.

CJISwill respond with aDirect PalmprintEnrollment RespongéISR)transaction to show
successful receipt drstorage of thpalmprintimagesalong with the newly createt the
submitted fingerprints do not match the given UCN, an error responseA(BKMRbe returned
to the userlf the quality of the palmprint images being enrolled satigf@mprintsearting
thresholds, FBI will cascade a search oflthé and marke®&PCfile(s).

3.6.3.1.6 Direct Iris Image Enrollment Submissions (Future
Capability)

In the future, lis images may be submitted separately from a naengkinttransaction by

using theDirect Iris Image EnrolimentequestAn agency must have an MOU in place with the

FBI prior to sending transactions that do not have fingerprint images attdtteads images

will be stored in a&JISdatabase for future searching capabillty.provide complete asrance

that the iris images are being enrolled with the proper record, submissions may be accompanied
by electronic tenprint fingerprint images for verification, in addition to providing the UCN of the
existing recordCJISwill respond with &irectIris Image Enrollment Response transaction to
show successful receipt and storage ofitiseémageslf the submitted fingerprints do not match

the given UCN, an error response (ERRwill be returned to the user.
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3.6.3.2Biometric Deletion Transactions

3.6.3.2.1 Biometric Delete Reques(BDEL) (NGI Increment
3)

This transactionvill allow the user to request deletion of a specific biometrid-setthis phase

of NGI, this transaction will support Palmprint Deletion and Supplemental Print Deletion and
Unsolved Latent Detion of Latent Prints from the ULF. This TOT will support additional

del etions in the future. On | yheawneresdedimedass owne
the CRI who enrolled the biometric or the State Bureau for the Thd.requestor will gecify

the appropriate identifier(s) of the image(s) to be remolkd.UCN and BSI are used to specify

the specific image set being deleted and both fields are required. The BDEL can be used against

the ULF where 3 combinations are supported: UCN/BSI, @id CIN/CIX. The legacy ULD

TOT continues to be supported to allow deletdtJLF entries using the case identifiers CIN

and CIX, or SCNA.

3.6.3.2.2 Biometric Delete ResponséBDELR) (NGI
Increment 3)

This transaction is returnedhen a successf@iometric Delete Requestas completedf any
permissione.g.,submitter is not the ownerf the imagepr processing errors are encountered

an error transactiofERRA) is returned, so receipt of the Biometric Delete Response indicates
the requested delete was succesSinte it is possible for more than one UCN to be deleted in a
single BDH. transaction using the CIN/CIX, the UCN field will support up to a maximum of 25
values to be reported. If more than 25 UCNs are deleted, than this will be reported to the
contributor in the MSG, 2.060, field.

3.6.3.2.3 Subject Photo Delete Request (CPD) and Respse
(PDR)

This transaction enables users to delete a specific photo set associated with @iOdwners

of that photo set may deleteThe requester specifies th&l Number olUCN of the subject

and the DOA, or a subject record identifiéthe request contains any errors, the response code
( REC) wi | | Thisrespoase (PDR) wilfilg ceturned including the reason for the
rejection in a response explanation field (EXP).

3.6.3.2.4 Civil Deletion Request (Future Capability)
The Civil DeletionRequetupdates the identity history record by removing the requested civil

event from the specified identityhis request must have a valid UCN, Date of Event, and the
originator of the request must be the owner of the event data.
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3.6.3.3Biometric Decision Submisn (BDEC) (NGI Increment 3)

This transaction gives the user the ability to give a decfsioa potential match (ULM)

resulting from a cascadeearch or investigative searci{8&RL). The subnssion will include
theunique identifierassociated with thisiometric for which the decision is made against along
with the decision being madk.a positive decision by the owner of timeageis made against an
image in the unsolved file, that image will be removed from the unsolvedlfigse biometric
decisiors can be fofingerprints,latent fingerprints, unsolved photos, palmprints, or irtsese
decisions will be used to track and report statistiaallyrends to aid in analysis ef/stem
performancevhen evaluating for possible improvemerits.aid in the captureof these statisti¢s
the TCR (1.010) field in the TypErecord of the BDEC shall contain the control number (TCN
1.009) from the transaction (ULM or SRL) containing the candidate information for which this
decision is being mad&he Search RedslFindings (SRF) field is expanded to support an
inconclusive (ACO0) deci possibledemificationg iwiod h nhloa | e
idenfficaton( AiN0) , and pending (APO) .

The candidate record can be identifigdusing thdJCN. In all caseghe BSI can be provided to

explicitly designate the image set used for the decision. The CIN andadi¥e provided to

designate an entire cage positiveidentificationdecision on a latent record in the ULF from a

known probe will result in the recoreting deleted if the requestor owns the latent record. If the
requestor does not own the latent record or the probe is also an unknown {fegarit)e latent

record in the ULF is not deleted, and a ULM notification is triggered to the owner of the latent
record. The Unsolved Latent Retained (ULR) field is provided for Iqesgible identification

deci sions where a value of AYO0O indicates that
When theULR field is omittedand a positive decision is indieaf the defaultaction will beto

delete the latent record.

3.6.3.4Biometric Decision ResponséBDECR) (NGI Increment 3)

Thistransactions returned whem successful Biometric Decision Submissizas completedf

any permission or processing errors are ented an errortransactions returnedTherefore
receipt of the Biometric Decision Response indicates the decision submission was sudicessful.
the decision is positive identificatiomnd the matched candidate is a latdreg MSG field will
indicae if the latent was deleted.

3.6.4 Identity File Maintenance Submission(Future Capability)
Identity maintenance actioifdl Record Maintenance Requestay include modifications or
deletions of individual biographical data, event data, or other Identitgrifidata element3.he

maintenance action may also include changing tier designations and copying a record into the
International Terrorist File (ITF) from another CJIS repository.
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This transaction enables users to submit identity file maintenance fectsuin the FBI/CJIS
repository.The submitter will specify the exact elements in the biographical data to modify,
delete, or add specified data.

3.6.4.1 International Terrorist File Maintenance Request (Future
Capability)

This transaction enables users to siilanmaintenance request to ITF, which consist of
modification, deletion, or copying images into the ITF repository.

3.6.4.2External File Maintenance Submissions (Future Capability)

External System Identity Record Maintenance request providespladilityfor an External
System to modifydentity information.This capability will allow the addition, modification, and
deletion of selected data elemeritsese will also include the capability for the FBkend
External File Maintenance Submissions to ExteByatems and receive a response from the
External Systems.

The External System File Maintenance submissions provide the ability for Authorized External
Systemsé€.g.,IDENT) to submit records to kenrolledinto theNGI Shared Datéiles. The

process of ewlling implies an addition to the Shared Dathe Shared Data files are comprised
of the NGI Shared Want Files which contain NGI records and the DHS Shared Watch Files
which contain IDENT recordg.hese submissions will also provide the ability for Auibed
External Systems teemowe and demat recordsA demotion is a canceled Want in NGI that

may be maintained in an External System (e.g., IDENT) if a previous encounter has occurred

3.6.5 Disposition File Maintenance SubmissionDSPE) (Future
Capability)

The Dispositiorfile Maintenanc&ubmission request service updatesdantity history record

by associating court and custody information to an arrest cheéeDispositiorFile

Maintenance service allows an Authorized Contributor to submit dispositidmtenance

requests to the FBThis functionality includes the electronic update and deletion of disposition
data.An electronic response (DSPR) will be sent to the requestor.

3.6.6 Rap Back File Maintenance Submission@~uture Capability)

In the future, te Rap Back Service will provide authorized users the capability to enroll an
individual and subscribe to ARap Backo in ord
criminal, disposition, and/or external system activity involving that individuiatler @rtain

circumstances, this service will also provide authorized users the capability to receive

notification when subsequent civil submissions are receiMeel Rap Back Service will also
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provide the users the capability to receive armfication to veify the individual is still of
interest prior to releasing the notification.

The Rap Back Service will automatically provide notification of expungement information for
those individuals enrolled in Rap Badkie Rap Back Service will include subscriptio
registration and maintenancad, registering, unregistering), status checking, activity detection,
response generation, and billirRyior coordination with the FBI will be required prior to Rap
Back enrollment.

3.6.6.1Rap Back Record Enrollment (Future Cagmbility)

For existing individual with fingerprints on file with the FBI, agencies may request Rap Back
Services to be provided without resubmitting fingerprints by providing a valid UCN (although
fingerprint images may be submitted with the request fofie&tion purposes).

3.6.6.2Rap Back Maintenance Request (Future Capability)

The Rap Back Service will provide opportunities for authorized agencies to modify, or delete the
Rap Back enroliment informatioAgencies may modify the expiration date, discontitheeRap

Back Service, remove the civil fingerprint associated with the enrollment request, and modify
Rap Back recipients.

3.6.7 External SystemLink Maintenance Submissions (Future Capability)

The ExternaBystemLink Maintenance requesian External Systendéntity Record
Maintenance request, and an External Sydterked RecordActivity will provide the capability
for an External System to modify their link identifier associated with a UCN in the CJIS
databaseThis will also provide the External System witte ability to report activity on a link
identifier.
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3.7 Error Message Format

When a transmission is rejected because a data field(s) does not pass internal editing criteria, an
error response will be transmitted back to the submitting ag&aci reasofor rejection will

be detailed in the status/message (MSG) figjuto 11 errors for a transaction can be recorded

in the MSG field MSG will contain an error description relating to the specific discrepancy
identified.If the error is related to a fielthat contains invalid data, the field tag and first 30
characters of the data in the invalid field will be returned.

Errors in incoming transactions can be derived from many so@d&éSerror handling
capabilities will be an evolutionary produbt.its initial version,CJISrecognized and dealt with
several hundred identified error conditioRsiture updates to tH@JISsystem will develop
improved capabilities that support -@fdminal or error conditions.

CJIS will validate all incoming data prior iis use within the systerithat is, all received and
parsedfields will undergo an appropriate edit chelflany mandatory data are missing the
transaction will be rejectedf. any mandatory datareincluded butonsidered aerror, then an
attempt willbe made to correct the values manudflgny optional datarein error, the data
will not be stored in the CJIS repository

The error response will be included in the ERRT, ERRA, ERRI, EEIRRRor EQER
transaction as appropriafehe following is a on-inclusive list of the types of error messages:

Mandatory field missing

Invalid field for transaction

Field discrepancy

Field out of range

Request not on file

Fingerprints do not allow extraction of characteristics
Non-standard nativenode fingerprint baracteristics

E R

The following arefive unique types of error responses:

TenprintTransactiorError Response (ERRT)
LatentTransactiorError Response (ERRL)
Information/mageTransactiorError Response (ERRI)
AdministrativeTransactiorError Response (ERKN
Transaction Error (ElectronResponsg(ERRR)
External Query History Error Response (EQER)

E R

Appendix M contains further details on contents of the MSG field for error conditions.
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3.8 Other Special Requirements for Communicating WithCJIS
3.8.1 Electronic Fingerprint Images

Electronic fingerprint images must be captured and transmitted to the FBI in accordance with the
standard for the electronic interchange of fingerprint informatibe ANSI/NIST-ITL.

3.8.2 Fingerprint Image Compression/Decompression Algorithm

IAFIS-IC-0010(V3), IAFIS Wavelet Scalar Quantization (WSQ) Grayscale Fingerprint Image
Compression Specification, dated December 19, 1997, provides the definitions, requirements,

and guidelines for specifyi ndgheddowentlsiiifies WSQ c
the class of encoders required, decoder process, and coded representations for compressed image
data.Latent images are not compressed.

The specification provides an informative overview of the elements of the algoR#fer.to it
for detals.

ISO International Standard 10918 Information Technology Digital Compression and Coding
of Continuous Tone Still Images PartRequirements and Guidelines, commonly known as the
JPEG (The Joint Photographic Experts Group) algorithm, has basrsted for use by the UK
Home Office in submitting fingerprint images to CJIS.

The FBI is responsible for maintaining a registry of approved compression algorithms and
assigning a value to ea¢see Table ®). This value is to be used in the Typ®r Type-14

Logical Record so the receiving agency can use the appropriate decompression algorithm to
decode the image dafBhe Color andGrayscalegCompression AlgorithndCGA) field is a
mandatory ondvyte binary field used to specify the compression algoritked (if any)A

binary zero denotes no compressidhe following table indicates the acceptable values for this
field. The FBI expects 500 ppi scanned Typer Typeld tenprint images, as well as 500 ppi
Type-15 palmprint images, to be compressed wiimpression algorithm WSQ20 with a
nominal compression ratio of 46-1. The FBI expects 10Qfpi scanned Typé&4 and Typels
images to be compressed with compression algoritha aR@ TypelO photo images to be
compressed with compression algorithm JBEBFIS will accept fingerprinand palmprint
images scanned 800 andL000 ppi No downsampling or transcoding of 1000 ppi images is to
be performed prior to transmission to the FBie table will be updated when new algorithms
are approvetby the FBI.
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Table 3-5 Compression Algorithm Values

Compression Algorithm Binary Value ASCII Code

None used (Uncompressed) 0 NONE
Wavelet Scalar Quantization (WSQ)]
FBI Revision 2.0

WSQ Version 3.1 or higher is
recommended (Version 2.0 or Versi
3.0 may be used for platen areas leg

than 2 inches in height) 1 WSQ20
JPEG ISO/IEC 10918 (Lossy) 2 JPEGB
JPEG ISO/IEC 10918 (Lossless) 3 JPEGL
JPEG 2K ISO/IEC 15444 (Lossy) 4 JP2
JPEG 2K ISO/IEC 15444 (Lossless] 5 JP2L
Portable Network Graphics 6 PNG

3.8.3 Fingerprint Image Quality Specifications
The IAFIS Image Quality Specifications are provided in Appendix F.

3.8.4 Fingerprint Image Size Requirements
The scanned fingerprint image sizes shown in the following table are consistent with standard
fingerprintcardsor common livescan imagesro accommodate livecan equipment, where the
platen size can exceed these measurements, CJIS will accept images larger thdowiesses,

when oversize Iimages are retur naebdtytbmanage cont r i
the display of these oversize images.
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Table 3-6 Maximum Sizes for Fingerprint

Fingerprint Width Height
pixels(inches) pixels (inches)

Rolled Impression 800(1.6) 750(1.5)
Fingers 110 (@ 500 ppi)
Rolled Impression 1,600(1.6) 1,500(1.5)
Fingers 110 (@ 1000 ppi)
Plain Thumb Impression (@ 500(1.0) 1,500(3.0)
500 ppi)
Plain Thumb Impression (@ 1,000(1.0) 3,000(3.0)
1,000 ppi)
4 Finger Plain Impressions 1,600(3.2) 1,500(3.0)
(@ 500 ppi)
4 Finger Plain Impressions 3,200(3.2) 3,000(3.0)
(@ 1,000 pp

According to ANSI/NISTITL standards, CJIS will receive and store as part of a Tenprint
Fingerprint Identification Searchi;000 pixels per inch (ppi) images, Iris, Palmprint, Photo,
Supplemental Fingerprint and Palmprint d&tathis time,IAFIS will convert1,000 ppi image

to 500 ppi for CJIS processing atid system wilketurn any subsequent images at 500 ppi.

When CJIS begins processing 1,000 ppi under NGI, the stored images will then be resubmitted
into NGI. Thereforeagencies are encouraged to submit 1,000 ppi images for CJIS storage and
collection purposes\ transaction being directly submitted to NGI will peocessed and stored

in the submittedresolution
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APPENDIX A - TRANSACTION RESPONSE TIMES

Table A1 represents exisig average response times for incoming electronic transactions tol@bl&.A2 contains future NGI
maximumresponse timed able A3 represents types of transactions by ser@cerently, priority designation exists only for Latent
transactions usintpe PRI field (see definition of PRI in Appendix Qhere is an NGI requirement to process transactions based on
priority and will be implemented in a future incremekfter completion of the NGI design phase where the requirement will be
implemented, me information will be included to describe how the priority for a transaction is spedified?RY field (see

definition of PRY in Appendix B) corresponds to the Priority column in TabRfér transactions which will process based on

priority.

Table A-1 IAFIS Average Transaction Response Times

I3) o |2 o
21919 sle|s (5|2 |2
(8] (&) [} [} c c c > =} o [
o |0 |2 |v | |2 |E | |E |E | |d |l |o°
. - o oI~ o [EIEIE 15 1o |£ € |5 |o
Transaction Priority Type — | |0 |9 ]| o~ [ ® NN @
Criminal Fingerprint urgent electronic il
Identification Search hard-copy 1
remote searches 1
non-urgent electronic 1
hard-copy 1
electronic latent
(LFS) q
CSS 1
remote searches bl
Civil Fingerprint urgent electronic il
Identification Search non-urgent electronic 1
CSS 1
hard-copy 1
remote searches 1
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1 sec
3sec
3.7 sec
10 sec
20 sec
2 min
3 min
7 min
15 min
30 min
1 hour
2 hours

Transaction Priority Type
humanitarian

_a [| 24 hours
30 days

RISC Rapid Search, no Identity info

—a

=

RISC Rapid Search, Identity info
Known Fingerprint Image Requests 1
Criminal Photo (mug shot) Requests 1

Criminal Photo not found Response 1
Criminal Photo (mug shot) Delete Request Ul

Tenprint Rap Sheet Search Request )l
Tenprint Features Search* 1
Tenprint Image Search* 1

Latent Remote Search 1
Il Subject Search 1
Remote Unsolved Latent Record Delete 1
ULF Maintenance (Add) 1
Latent Penetration Query 1
Latent Repository Statistics Query il
Subject Searches* (Criminal) 9
Subject History Retrieval Requests (Criminal or Civil) 1

* Times in these system transaction rows are maximum values, not averages.
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TableA-2: FutureNGI Maximum TransactiofResponse Tingprovides a summary of theaximumresponse timely transaction type
and priority. Some transactions haliferent priorties as indicated in the table.

Table A-2 Future NGI Maximum Transaction Response Timg

o lo |o cl|le|e =212 g g 2
Transaction Priority |= |w |4 |[Q [® | | |d |4 |® |d |« |3 |[& |F |+
Criminal Fingerprint high 1
Identification Search routine 1
low 1
non-urgent 1
Civil Fingerprint high 1
Identification Search routine 1
low 1
non-urgent 1
RISC Rapid Search, no Identity info 1
RISC Rapid Search, Identity info 9
International Terrorist Identification Search q
International Terrorist File i
Fingerprint Investigation high 1
Search routine i
low 1
Fingerprint Verification request 1
Fingerprint Image Retrieval, single UCN q
Fingerprint Image Retrieval, multiple UCN 1
Fingerprint Audit Trail Retrieval 1
Fingerprint Maintenance 1
Cascaded Fingerprint Search 1
Latent Search high 1
routine 1
low 1
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1sec
5sec

10 sec
20 sec
30 sec

2 min

5 min

10 min
30 min

1 hour

2 hours
4 hours
24 hours
48 hours
15 days

Transaction Priority
Latent Audit Trail Retrieval

External Latent Print Search (generate)

Il Subject Search 1
Biographic Investigation Search 1
Il Identity History request l
Identification Search request (generate) q
Facial Recognition Search 1
Text-based Facial Photo Search i
Text-based SMT Photo Search i
Photo Image Retrieval, 1 UCN 1
Photo Features Retrieval, 1 UCN i
Photo Audit Trail Retrieval 1
Photo Maintenance
External Photo Image Retrieval (generate) 1
Cascaded Facial Recognition Search 1
Palmprint Image Retrieval, 1 UCN 9
Palmprint Feature Retrieval, 1 UCN 1
Palmprint Audit Trail Retrieval i
Palmprint Maintenance 1
Cascaded Palmprint Search 1
Iris Search 1
Iris Image Retrieval, 1 UCN 1
Iris Feature Retrieval, 1 UCN 9
Iris Audit Trail Retrieval 1
Iris Maintenance 1

Cascaded Iris Search q
Supplemental Fingerprint & Palmprint q
Maintenance

=
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1sec
5sec

10 sec
20 sec
30 sec

2 min

5 min

10 min
15 min
30 min

1 hour

2 hours
4 hours
24 hours
48 hours
15 days

Transaction Priority

Cascaded Supplemental Fingerprint & Palmprint
Search

Rap Back Subscription List Retrieval
Rap Back Enroliment

Rap Back Maintenance 1
Disposition Fingerprint Search jll
NCIC Disposition Submission i
EBTS Disposition Submission 1
NCIC Disposition Maintenance 1
EBTS Disposition Maintenance 1
Link Maintenance from external 1
Provide Notifications l
Ad Hoc Subject Search Inquiry 1

B}

=

E

Table A3 shows the Types of Transaction (TOT) by service in relation to TaBlélAe transaction columns from each table link
the two together.

Table A-3NGI Type Of Transaction By Service

SERVICE TOT DESCRIPTION TRANSACTION
Identification Services CAR Criminal Tenprint Submission (Answer Required) Criminal Fingerprint Identification
CNA Criminal Tenprint Submission (No Answer Necessary) Search

CPDR Criminal Fingerprint Direct Route
CPNU Criminal Fingerprint Processing Non-Urgent

DOCE Departmental Order Channeling Electronic Civil Fingerprint Identification Search
EMUF Electronic In/Manual Out User Fee Submissions

FANC Federal Applicant (No Charge)

FAUF Federal Applicant User Fee

FNDR Federal No Charge Direct Route
NNDR Non-Federal No Charge Direct Route
NFAP Non-Federal Advanced Payment
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SERVICE TOT DESCRIPTION TRANSACTION
NFUE Non-Federal User Fee Expedite
NFUF Non-Federal Applicant User Fee
MAP Miscellaneous Applicant Civil
DEK Known Deceased
DEU Unknown Deceased
MPR Missing Person
AMN Amnesia Victim
LFS Latent Fingerprint Image(s) Submission Latent Search
RPIS Rapid Fingerprint Identification Search Submission RISC Rapid Search
FDSP Disposition Fingerprint Identification Submission Disposition Fingerprint Search
TBD International Terrorist Identification Search International Terrorist Identification
Verification Services FVR Fingerprint Verification Request Fingerprint Verification Request
Information Services IRQ Biometric Image/Feature Retrieval Submission Biometric (Fingerprint, Photo, Iris, etc.)
Image Retrieval
CPR Subject Photo Request Photo Set Retrieval
TBD Fingerprint Audit Trail Retrieval Request Fingerprint Audit Trail Retrieval
TBD External System Photo Image Retrieval External Photo Image Retrieval
TBD Photo Audit Trail Retrieval Photo Audit Trail Retrieval
BATQ Palmprint Audit Trail Retrieval Palmprint Audit Trail Retrieval
TBD Iris Audit Trail Retrieval Iris Audit Trail Retrieval
BATQ Unsolved Latent Audit Trail Retrieval Latent Audit Trail Retrieval
TBD Rap Back Subscription List Rap Back Subscription List Retrieval
TBD Rap Back Identity History Summary TBD
Investigation Services TPIS Tenprint Fingerprint Image Search Fingerprint Investigation Search
TPFS Tenprint Fingerprint Feature Search
TPRS Tenprint Fingerprint Rap Sheet Search
LPNQ Latent Penetration Query Latent Search
LFIS Latent Friction Ridge Image Search
LFFS Latent Friction Ridge Feature Search
LRSQ Latent Repository Statistics Query
TBD Text-Based Facial Photo Search Text-Based Facial Photo Search
TBD Text-Based SMT Photo Search Text-Based SMT Photo Search
TBD Facial Recognition Search Facial Recognition Search
TBD Iris Search Iris Search
EQHR External Query History Request Biographic Search
Notification Services ULM Unsolved Latent Match Response Provide Notifications
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SERVICE TOT DESCRIPTION TRANSACTION
UULD Unsolicited Unsolved Latent Record Delete
TBD Rap Back Activity Notification
TBD Special Population Cognizant Notifications
TBD Rap Back Renewal Notification
UHN Unsolicited Hit Notification
TBD Linked Record Activity Notifications
TBD Link Failure Natifications
Data Management FIS Fingerprint Image Submission Fingerprint Maintenance
Services DSPE Disposition Reporting EBTS Disposition Maintenance
ULD Unsolved Latent Record Delete Fingerprint Maintenance
CPR Photo Set Retrieval Request Subject Photo Request
CPD IPS Original Photo Delete Request Photo Maintenance
FIS Direct Palmprint Enrollment Palmprint Maintenance
TBD Direct Iris Data Enrollment Iris Maintenance
TBD Direct Rap Back Enrollment Rap Back Maintenance
TBD Rap Back Maintenance
TBD Fingerprint Deletion Request Fingerprint Maintenance
BDEC Fingerprint Decision Request
TBD Ill Record Maintenance TBD
TBD External System Record Maintenance Link Maintenance from external
TBD International Terrorist File Record Maintenance International Terrorist File
TBD Civil Deletion Request Fingerprint Maintenance
TBD Direct Fingerprint Enroliment
TBD Direct Latent Enrollment
BDEC Latent Decision Request
TBD Direct Photo Enrollment Photo Maintenance
TBD Photo Decision Request
BDEL Palmprint Deletion Request Palmprint Maintenance
BDEC Palmprint Decision Request
FIS Direct Supplemental Fingerprint and Palmprint Enroliment | Supplemental Fingerprint & Palmprint
BDEL Supplemental Fingerprint and Palmprint Deletion Request | Maintenance
BDEC Supplemental Fingerprint and Palmprint Decision
Request
TBD Iris Data Deletion Request Iris Maintenance
TBD Iris Decision Request
TBD Rap Back Subscription Renewal Request Rap Back Maintenance
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SERVICE T0T DESCRIPTION TRANSACTION

TBD External System Link Maintenance Request Link Maintenance from external
TBD External System Linked Record Activity Request

*TBD - The EBTS TOT that supports a transaction will be developed in accordance with the ANSI/NIST-ITL Data Format for the Interchange of Fingerprint, Facial,
and other Biometric Information.
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APPENDIX B - DESCRIPTORS AND FIELD EDIT SPECIF ICATIONS FOR TYPE-1
LOGICAL RECORDS

The following paragraphs describe the data contain#ukifields for the Typel logical record.
Eachnatively-encodedield shall begin with the number of the record type, followed by a
period, followed by the apprapte field number, followed by a cololultiple information
items within a field or subfield shall be separated bygtaeparator; multiple subfields shall be
separated by th&separator; and information fields shall be separayetidZ separator.
Immediately following the last information field in the Typdogical record, af separator
character shall be used to separate it from the next logical r@aie. B2 summarizes the
content of each of the fié$ in the Typel record.The field sizes do not account for any
separator charactefBhe max byte count does account for any separator characeihs
separators for multiple fields for an element §rs#parator usefr the end of the element
marker.The information in this appendix has been taken directly from the ANST-ITL
StandardAny information that is underlined @n FBI-specific requirement.

The XML tag names have been added after the native naming ofrttmonic irbold/italics
format.

CNT 1.003i Transaction content. <ansknist:TransactionContentSummary>

This mandatory field shall list each of the logical records in the logical file by record type.
also specifies the order in which the remainingjdal records shall appear in the logical flte.
shall consist of one or more subfiel&sch subfield shall contain two information items
describing a single logical record found in the current logicalTite. subfields shall be entered
in the same afer in which the logical records shall be transmitt#tien more than one subfield
is used, th& separator character shall be entered between the subfiétighe addition of the
Type-10 record, the first information item of each subfieldymaw be a oneor two-digit

integer (giving the logical record typd)he remaining edit specifications pertaining to CNT are
unchanged.

The first subfield shall relate to this Tyfdransaction record.he first information item within
this subfield shll be the single character indicating that this is a Typecord consisting of
header information (the nNISH4TL SthndaidITabled)e! ect e d

The second information item of this subfield shall be the sum of the 2 pbes Type3 plus
Type-4 plus Type5 plus Typeb plus Type7 plus Type8 plus Type9 plus TypelO plus Type
13 plus Typel4 plus Typel5 plus Typel7 records contained in this logical filEhis number is
also equal to the count of the remaining subfields of Fi€ld8. The ¥ separator character shall
be entered between the first and second information items.

The remaining subfields of Field 1.03 pertaining to Fgpdype4, Type7, Type9, TypelO,
Type-13, Typeld, Type15,andType17 records containad the file shall each be composed of
two information itemsThe first information item shall be one or two characters chosen from the
ANSI/NIST-ITL Standard Tablé&, which states the record typehe second information item

shall be the IDC associatedtivihe logical record pertaining to that subfiéltie IDC shall be a
positive integer equal to or greater than z&he £ character shall be used to separate the two
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information items(Only Typel, Type2, Type4, Type7, Type9, TypelO, Type-13, Typels,
Type-15,andType-17 records will be accepted by the FBI.)

DAI 1.0071 Destination Agency Identifier. <ansknist: TransactionDestinationOrganization>

This mandatory field shall contain the identifier of the administration or organizatiorgdatd
to receive the transmissionhe size and data content of this field shall be defined by the user
and be in accordance with the receiving agembys field shall be a ninbyte alphanumeric

field.

DAT 1.0057 Date.<ansknist: TransactionDate>

This mandatory field shall contain the date that the transaction was submiltteddate of
submission shall not exceed the current date except when the submission originates from an
international contributor located in a time zone that is earlier than 8terBaime ZoneThis

date field shall contain the local date for the region submitting the re&iagsthecks will

accept the local date as valid up to one day forward (24 hours) to accommodate the variance
between international time zones.

For native acoding, the date shall appear as an eiligfit number in the format CCYYMMDD.

The CCYY characters shall represent the year of the transaction; the MM characters shall be the
tens and units values of the month; and the DD characters shall be the dasnonth For

example, 19920601 represents June 1, 1992.

For XML encoding, the date is shown as CG¥N/-DD. For example<nc:Date499206-
01</nc:Date>represents June 1, 1992.

DCS 1.015i Directory of Character Sets.<ansknist:TransactionCharacterSetDectory>

This optional field is a directory or list of character sets other tHahASCII that may appear

within this transactionThe default character encoding it ASCII for native encoding while

UTF-8 will be used for XML encodingdlhis field shd contain one or more subfields, each with
three informationtems.The first information item is the thresharacter identifier for the

character set indexumber that references an associated character set throughout the transaction
file. The seconahformation item shall be the common name for the character set associated with
that indexnumber The optional third information item is the specific version of the character set
used.In thecase of the use of UT8, the third optional information item cée used to hold the
specificversion of the character set used with LB Bo that the display terminal can be switched

to thecorrect font family.The table below is copied from the ANSI/NISTL standard anéists

the reserved named character sets ariddbsociatedhreecharacter index numberEhe

character shall separate the first information item fronséoend and the second from the third.
Thel separator character shall be used betweesubkelds.
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Directory of Character Sets

Character Set Index Character Set Name Description

000 ASCII 7-bit English (Default)

1 Deprecated Deprecated

2 UTF-16 16-bit®

3 UTF-8 8-bit’

4 UTF-32 32-bit®

5127 | - Reserved for ANSI/NIST
future use

128999 | s Userdefined character sets

DOM 1.0137 Domain Name.<ansknist:TransactionDomain>

This optional field identifies the domain name for the wkdmed Type2 logical record
implementationlf present, the domain name may only appear once within a transdictiball
consist of one or two information itemEhe first information item will uniquely identify the
agency, entity, or implementation used for formatting the tagged fields in the2Trgoerd An
optional second information item will contain the qure version of the particular
implementationThe default value for the field shall be the North American Domain
implementationandshalppear as fAl.  GE}NORAM{ US}

GMT 1.0147 Greenwich Mean Time.<ansknist:TransactionUTCDate>

This optional fieldprovides a mechanism for expressing the date and time in terms of universal
Greenwich Mean Time (GMT) unitH.used, the GMT field contains the universal date that will

be in addition to the local date contained in Field 1.005 (DA$g of the GMT fielceliminates

local time inconsistencies encountered whémasaction and its response are transmitted

between two places separated by several time z6hesGMT provides a universal date and 24

hour clock time independent of time zonlésr native encodig, it is represented as
ACCYYMMDDHHMMS &4A,adr actlesd string tdrAML concl udes
encoding it is MMDPDEHHN tMMd SEHandirt€r GWNG Vaith a

l'iteral ATO separafThegidCR¥Yda tdleprésenotiwedaboé s h B me
the transaction, the AMMO characters shall be
ADDO characters shall be the day of the month
AMMO the minut e, an ccondaTde conplete date shalknetexeaedthe t h e

current date.

> |t has been changed here for clarity, since UNICODE can be expressed-# UTF16 and
UTF-32 and code 2 only referred to U-B.

® See ISO/IEC 10646 ard The UNICODE standard.

" See NWG 3629 and The UNICODE standard.

® See The UNICODE standard.
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LEN 1.001i Logical Record Length.

This mandatory ASCII field shall contain the total count of the number of bytes in this-Lype
logical recordField 100 1 s hal | BOelg:i on  fvimy kthéHengiklat the record

including every character of every field contained in the record and the information separators.
The number of characters added to the record by the LEN field itself shall be included in
calculating the value of LEN.

NSR1.011i Native Scanning Resolution<ansknist:NativeScanningResolutionValue>

This mandatory field shall specify the nominal scanning resolution of the AFIS or other image
capture device supported by the originator of the transmisBiis field permits the regient of

this transaction to serrdsponselata at a transmitting resolution tailored to the NSR (if it is able
to do so) or to the minimum scanning resolutibhis field shall contain five bytes specifying

the native scanning resolution in pixels pellimeter. The resolution shall be expressed as two
numeric characters followed by a decimal point and two more numeric charaager20(00).

This field is needed because the interchange of fingerprint information between systems of the
same manufacturenay, in some instances, be more efficiently done at a transmitting resolution
eqgual to the native scanning resolution of the system rather than at the minimum scanning
resolution specified in this standaiichis field currently applies only tbype-4 andType7

record For those logical files that contatineir own scanning resolutipthis field shall be set to
'00.00'.

NTR 1.0127 Nominal Transmitting Resolution.
<ansknist:NominalTransmittingResolutionValue>

This mandatory field shall specify the mainal transmitting resolution for the image or images
being transmittedThis field shall contain five bytes specifying the transmitting resolution in
pixels per millimeterThe resolution shall be expressed as two numeric characters followed by a
decimalpoint and two more numeric charactezgy( 20.00).The transmitting resolution shall be
within the range specified by the transmitting resolution requireréig.field currently applies

only to Type-4 and Type7 record For those logical files that ctaintheir own transmitting
resolution this field shall be set to '00.00'.

ORI 1.008i1 Originating Agency ldentifier.
<anstnist: TransactionOriginatingOrganization>

This mandatory field shall contain the identifier of the administration or organization

originating the transactioihe size and data content of this field shall be defined by the user and
be in accordance with criteria specified by the receiving ag&uryeEBTS purposes, this field

shall be a nindyte alphanumeric fieldl'he first two cheacters shall be a valid POB code, and

the entire ORI shall validate to an NG#Dthorized ORINote: In a submission to the FBI, the
submitting agency (usually the CJIS Systems Agency (CSA)) ©Rieand the FBI is th®AI,
whil e t he F Bhesubmissienail showstlee FBI as @RI and the submitting

agency as thBAI. (See also Appendix C for the definition©RI .)
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PRY 1.006i1 Transaction Priority. <ansknist:TransactionPriorityValue>

When this optional field is used, it shall containrgyke information character to designate the

urgency with which a response is desirElde values shall range from14p wi t h A 10 denc
the highest priorityT he def aul t 40v ailfu en os hvaal IPleateeiotsfithe ndi c at e c
priority field for latent search transactions is PRI 2.076.

TCN 1.0091 Transaction Control Number. <ansknist:TransactionControlldentification>

This mandatory field shall contain the Transaction Control Number as assigned by the

originating agencyA unique control identiér shall be assigned to each transacti@m.any

transaction that requires a response, the respondent shall refer to this identifier in communicating
with the originating agencyhis field shall be a XGo 40-byte alphanumerispecial (ANS)

field.

TCR 1.0107 Transaction Control Reference.
<ansknist: TransactionControlReferenceldentification>

This field shall be used in responses only to refer to the Transaction Control Number of a
previous transaction involving an inquiry or other action that req@neesponséhis field is
mandatory for such responseghis field shall be a 2do 40byte alphanumerispecial (ANS)
field.

TOT 1.004i Type of Transaction.<ebts:TransactionCategoryCode>

This mandatory field shall contain an identifier, designatitige type of transaction and
subsequent processing that this logical file should be givden using the XML encoding, the
sender must designate the Type of Transaction (TOT) in the <ebts:TransactionCategoryCode>
element, located within the <ebts: Transa@Biugmentation> element of the TyfieRecord, to
specify which process is to be followekiditional TOT codes may be added to accommodate
interagency information sharing by prior arrangement with the FBI. These will begin with the
prefi x A EXTebdweanrsevenrandsihe claracters, including the prefix.

VER 1.002i Version Number. <ansknist: TransactionMajorVersionValue>and <ansk
nist:TransactionMnorVersionValue>

This mandatory four-byte ASCII field shall be used to specify the version numbéreo

ANSI/NIST-ITL Standard for Information Systems, ANSI/NIBIIL 1-2007,Data Format for

the Interchange of Fingerprint, Facial, & Scar Mark & Tattoo (SMT) Informatimplemented

by the software or system creating the filae format of this field skl consist of four numeric
charactersThe first two characters shall specify the major version nurilerlast two

characters shall be used to specify the minor revision nufiberinitial revision number for a

ver si on s Tha originabl88&tari&d wiould be considered the first version or
A010Ith.e0o entry in this field for tWiththeatddton3 apopr
of the TypelO logical record by the Addendum to the ANBET-ITL StandardData Format

for the Interchang of Fingerprint, Facial, & SMT Information (ANSI/NISTL 1a1997) the

entry in this Fortersactiogsitc@ripliant Wit theaANSIMNEBTL d-2007,

the versi on ThehAASI/NISTH el Lfi ®LO00. s hal | bEeXMpLdi cat ed
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encoding for this field breaks the information into separate major and minor version number
fields.
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Table B-1 Field List for Type-1 (Transaction) Logical Records

Field Size per Occurrence Max. Bytes
(not including Character Including
Separators) Occurrences Character Special
Field Character Min. Max. Min. | Max. | Separators & Characters
Identifier | Condition No. Field Name Type Field No. Example Data Allowed
LEN M 1.001 |LOGICAL RECORD N 2 3 1 1 10 1.001:230<GS>
LENGTH
VER M 1.002 | VERSION N 4 4 1 1 11 1.002:0400<GS>
CNT M 1.003 | FILE CONTENT N 4 6 2 8 54 1.003:1<US>15<RS>2<US>00
RS>4<US>01<RS>4<US>02<H
S>4<US>03<RS>4<US>04<R{
>4<US>05<RS>4<US>06<RS>
<US>07<RS>4<US>08<RS>44
US>09<RS>4<US>10<RS>4<|
S>11<RS>4<US>12<RS>4<US
>13<RS>4<US>14<GS>
TOT M 1.004 | TYPE OF A 3 5 1 1 12 1.004:CAR<GS>
TRANSACTION
DAT M 1.005 | DATE N 8 8 1 1 15 1.005:20080327<GS>
PRY (0] 1.006 | TRANSACTION N 1 2 0 1 9 1.006:1<GS>
PRIORITY
DAI M 1.007 | DESTINATION AGENCY AN 9 9 1 1 16 1.007:DCFBIWA6Z<GS>
ORI M 1.008 | ORIGINATING AGENCY AN 9 9 1 1 16 1.008:NY0303000<GS>
IDENTIFIER
TCN M 1.009 | TRANSACTION ANS 10 40 1 1 47 1.009:1234567890<GS> Any
CONTROL NUMBER printable 7
bit ASCII
character is
allowed.
TCR o 1.010 | TRANSACTION ANS 10 40 0 1 47 1.010:1234567890<GS> Any
CONTROL REFERENCE printable 7
bit ASCII
character is
allowed.
NSR M 1.011 | NATIVE SCANNING NS 5 5 1 1 12 1.011:20.00<GS> Period
RESOLUTION allowed.
NTR M 1.012 | NOMINAL NS 5 5 1 1 12 1.012:20.00<GS> Period
TRANSMITTING allowed.
RESOLUTION
DOM 0] 1.013 | DOMAIN NAME AN * * 0 1 * 1.013:NORAMKUS><GS>
GMT o} 1.014 | GREENWICH MEAN AN 15 15 0 1 22 1.014:20061025132400Z<GS>
TIME
DCS (0] 1.015 |DIRECTORY OF ANS * * 0 * * 1.015:003<US>UTRB<US>8-
CHARACTER SETS bit<FS>

* No limits defined Under theCondition columnO = optional; M= mandatory; C = conditional; see notes.
Under the character type columk= alpha; B = binary; N = numeric; S = special characters.
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APPENDIX C - DESCRIPTORS AND FIELD EDIT SPECIFICATIONS FOR TYPE-2
LOGICAL RECORDS

This appendix will contain the descriptions diedd specifications for th&ype-2 record being
included with a transaction being submitt8dction 1 gives general information that will be
applied to all fields listed in this append8ection 2 provides an alphabetic order of the fields
being usedn this record type giving the details of what is necessary to satisfy the requirements
for the field.Section 3 contains the tables summarizing the fields in field number order.

1.0 User-Defined Data

Table G1 summarizes the content of each of the fieldbénType2 recordin the native
encoding formatThe field sizes do not account for any separator charatedte G2
summarizes the conteanhd ordefor each element of the XML schema for the T{goeecord.

Some Type2 elements have their origins amtributorsupplied dataJserdefined data is that
subset of contributesupplied data that will not be stored in any CJIS files for later search or
retrieval purposedJserdefined data will not be validated (with several exceptions), and
therefore mayn general consist of any printabléit ASCII characteri.e., free text This

includes the ASCII (decimal) codes 07 (BEL) through 13 (CR) and 32 (SP) through 127 (DEL),
inclusive.Separator characters are not part of the printable character set.

The folowing list gives those Typ2 elements that the FBI treats as being-dedéned:ATN,

SCO, OCA, SID, OCP, EAD, RES, CRI, IMEIDN, and TAA.In this list, SIQ TAA, and CRI
may not always be freext. In criminal transactions, these fields must contaiid formats, as
specified further in this appendi®.ccasiondy/, other restrictions are specified as requirethe
data dictionaryection If the contributor supplies data in any of these fields in a submission or
search, the data will be returnedlire corresponding response.

The RAP, RET, REC, TAA, and ULF aexamples oflag fields taking valuesfposi t i ve =
and ne g a tThewnegative vdlud should not, in general, be submitted unless otherwise
described in a specific definitioRor XML encoding, these are represented as Boolean values.

New Geographic Locator fields (DATUM_ID 2.307, GEO_CORD 2.306, & GEO_TIME 2.305)

have been borrowed from the DoD EBTS and addéde CJIS EBTSvith the following field

tags: GEO_TIME 2.2025, GEO_CORD2026,andDATUM_ID 2.2027 Their use is to aid in

facilitating the need for Mobile ID units to provide the location from which a set of images have

been capturedihe definitions have been addedhe data dictionary along witBection 3.0 of
thisappadixand wi | | be considered 6Future. Capabilit

1.1 Date Fields

Date fieldsmust be valid dates ama accordance with #requiremenrd stated belowin general,
the format for date fields is the following:

1 A date is sbwn as an &ligit numeric field of the format CCYYMMDD, where:

1 CC (Century) must be 19 or 20
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YY (Year) must be 00 to 99

MM (Month) must be 01 to 12

DD (Day) must be 01 to the limit defined by the month and yegt DD may be 29 for
MM = 02 in leap yeals

= =4 =

For example 19921201 represents December 1, 1992.

Since dates find a variety of uses in EBTS transactions, each use may have specific format
restrictions or special editsor specific format restrictions or special edits, see the individual
date fied entries in this appendix.

1.2 XML Encoding

In the following Section 2.0 Data Dictionary, the XML top level tag name is being included after
the name of the field along with any special encoding that would be different from the native
encoding formatTable G2 summarizes the XML encoding formathierarchicalorder.

Specifications for the ANSI/NISTTL Type-2 Record require substitution of the abstract element,
<itl: DomainDefinedDescriptiveDetailwith a userdefined structure. EBTS provides the sustn
element <ebts:DomainDefinedDescriptiveFields> to represent the EBTS2Tigpeord.The
ANSI/NIST-ITL 1-2011standardalsoprovides forinclusion ofuserspecificdata(e.g., for use in
intrastate transactionby creating the abstract type elemeitit ©therDescriptivBetaib.
ConsequentlyEBTSusers may take advantage of the EB¥8vided substitution element
<ebts:StateDefinedFields>. Individual data elements within this field must béowakd XML
and contain ASCII data values. These elememtsiserdefinable; their size and content shall be
defined by the user and be in accordance with the receiving agamncgntly, these data
elements will be ignored when includetthetransactios submitted to CJIS/FBI.

The XML encoding requires somewigtions from the traditional native format, in both structure
and content.

Structurally, elements with multiple data items that are natively represented as a single
concatenated string are instead placeskparate fields. For example, and entire nam@dvoe
held in a single string in AKA in the legacy format, while the XML encoding would break this
into separate elements for First, Middle, and Last.

Additionally, data items that are related and/or have dependencies on one another may be
representedypa nested XML structure, in order to convey this relationship. For example, the
concept of a Afingero is represented by wusing
<itl:FingerprintimageFingerMissing> atebts:FingerprintimageFinger>. Each element contains

all the BBTS fields relating to an individual finger. See Tabl2 @r further information.
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In regards to content, the XML encoding has a few differences from the native format in the

all owed data. Boolean or Af |l ag odso\Vnkéepigsiithar e r e
therulesof XMLt her e are a few special characters whi

Character Escape Sequenc

& &amp;

< &lt;

> &at;

! &quot;

' &#39;

Additionally, NIEM-conformant date fields are used tpnesent dates. The format is the
following:

A date is shown as CCY-WIM-DD, where:

CC (Century) must be 19 or 20

YY (Year) must be 00 to 99

MM (Month) must be 01 to 12

DD (Day) must be 01 to the limit defined by the month and yegt DD may be 29 for
MM = 02 in leap years).

= =4 -4 -8 A

For example<nc:Date99212-01</nc:Date>represents December 1, 1992.
2.0Data Dictionary

ACN 2.0717 Action to be Taken <ebts:TransactionActionText>

This field is used to include text answers to submission requests to intmaéelatent case will

be established or to indicate recommendations for further actions in either latent or tenprint
responsesThis field will also be used to indicate action taken by the FBI in response to
electronic documeng(g, disposition) subnsisionsFor the native encoding of this field,

commas, hyphens, ampersands, slashes, number signs, and blanks are all allowed as special
characters.

AGR 2.023- Age Range <nc:PersonAgeMeasure>

This field will be used to give agstimated age range maydrgered using a pair of twaigit
agenumbersFor the native encoding of this fieldhet first two digits shall represent the
minimum age, and the second two the maximum Elgere shall be no separator character used
between the ageBor the XML encodig, there will be two subfields defined for the minimum
and maximum range.

AKA 2.01971 Aliases.<ebts:PersonAlternateName>

This 3t0-30 alphanumeric special (ANS) field contains alias names of the sulbjedio ten
aliases may be provided

IAFIS -DOC-010789.3 C-3 November1, 2011



For the natie encoding of this field, each alias will separated from one another by te
characterAKA may contain a comma, hyphen, or blank as special charattergormat shall
be the surname followed by a comma (,), followed by the given naseg(gjated by a space.

The following restrictions and exceptions to the general format dih@yfirst three apply only
to the native encoding)

Minimum length is three bytes in the following sequertgha, comma, alpha.
A comma must be followed by aimmum of one alpha character.

A blank before or after comma is invalid.

A hyphen in first and last position of any name segment is invalid.

Two consecutive blanks or hyphens between characters are invalid.

agrwnE

AMP 2.0847 Amputated or Bandaged.<itl:FingerprintimageFingerMissing>

Thisrepeatindield contains information about amputated or bandaged fingerprints in an EBTS
submissionThe fieldis composed ofepeating sets dfvo subfields

1 Finger PositionkGP

1 Amputated Or Bandaged Cod&MPCD).

This field is to be used any time there are fewer than ten printable fingers in a tenprint
submission for finger positionsi110 or positions 1115to specifywhen noslapfingerprint

images are provided in the finger positions (ex. Entire right hand is notd)riatpartially
amputated finger should be printed and be marked amputated, KX.t he fi nger 6s
missing for any reason, (for example, when the arresting agency did not specify a reason in its
submission to the State Identification Bureau) the bideshould be usedihis field is used to

tell AFIS which finger positions need to characteriZeite UP code should only be used when

the entire image is not provided for fingerprints in the submis3iois.code will indicate that

AFIS should ignore thignage and not include the image in the matching process.

For the native encodindhé twocharacter finger position code is followed by theeparator
and the amputated or bandaged c&eh set ofingerdamp codeshall be separated byetB
separatorTwo characters represent each finger number as follows:

Finger Position FGP
Right thumb 01
Right index 02
Right middle 03
Right ring 04
Right little 05
Left thumb 06
Left index 07
Left middle 08
Left ring 09
Left little 10
Plain right thumb 11
Plain left thumb 12
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Finger Position FGP
Plain right four fingers 13
Plain left four fingers 14
Plain left and right thumbs | 15

Note:When codes 1B 15 are included, the entire block is missing.

The following is a list of allowable indicatorsrfthe AMPCD:

Descriptor AMPCD
Amputation XX
Unable to print (e.qg., UP
bandaged)

The following example indicates that the third finger is amputated and that the ninth finger print
was unavailable or not submitted.

2.084:08XX 3098UPt

<itl:FingerprintimageFingerMissing>
<anstnist:FingerPositionCodé&x</anstnist:FingerPositionCode>

<itl:FingerMissingCodebP</itl:FingerMissingCode>
</itl:FingerprintimageFingerMissing>

ASL 2.0471 Arrest Segment Literal. <j:Arrest>

This field is made up of thiellowing sulfields:
91 Date of Offense@OO0)
1 Arrest Offense LiteralAOL).

The AOL is a free text description of an offense charged on an arnestirst character of the
AOL text must not be blanlEach AOL should have a corresponding DA@e DOO shall
appear as an eighligit number as specified in Sectiorl bf this appendixThe DOO shall not
exceed the current date except when the submission originates from an oreiraintributor
located in a time zone earlier than the Eastern Time Zdng date field shall contain the local
date for the region submitting the requ&xlIS has edit checks in place taallfor the
acceptance of the local date as valid up to 24$m advance to accommodate the variance
between international time zonéd#p to 40 occurrences of the ASL are allowed.

For the native encoding formageh occurrence of the ASL shall be separated b§ separator
characterThe DOO shalbe separated from the AOL by tBeeparator charactek. DOO is
prohibited without a corresponding AOL offentfea DOO is not present, eicharacter separator
shall still be used.
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The followingnative codingexampleindicatesmorethan one occurrence of the AOL field using
DOO:

2.047:19940918DU1819940928POSSESSION OF FIREARMS

ATN 20061 A At t ent i o n<nc:Canedtiegtat or .

This alphanumerispecial field shall contain a desigmatiof the individual to whose attention a
response is to be directdeeriods shall not be usegld, Det. J. Q. Public shall be entered as
DET J Q PUBLIC).The value of ATN returned to the submitter is the value submitted.

ATR 2.2032i Audit Trail Recor d. <ebts:AuditTrailRecord/XNGI Increment 3)

This repeating record contains the information associated with the dissemination of th@& owner
images.The following are the subfields included for each requested image:

1) ORI of the originator that received theage

2) Date the images were disseminated

3) TOT used to acquire the image,set

4) BSI of the image

5) IMT of the image

6) FNR of the image (supports fingerprint and palmprint position cpdes)
7) PPD of the supplemental image when FNR equals supplemental (19)

The FNRand PPD subfields are present in ATR to identify the image within the biometric set
that was disseminated when the entire set was not returned.

BIA 2.20317 Biometric Image Available. <ebts:BiometricimageAvailabl€ode> (NGI
Increment 3)

This field will indicate the existence of available biometric images (fingerprint, palmprint,
supplemental print, facial photo, and SMT photo) for an Identity in the NGI AFIS/FBI
repository.

Allowable BIA values are shown in the table beld@we following abbreviations aresed in the
table for each image type: FHFingerprint, PR Palmprint, SH Supplemental Print, PHIF
Photo Facial, and PSMiTPhoto $ar,Mark, & Tattoa

BIA Code Values

Biometric Image(s) Available | Value | Biometric Image(s) Available | Value
None 0 PSMT 16
FP 1 FP, PSMT 17
PP 2 PP, PSMT 18
FP, PP 3 FP, PP, PSMT 19
SP 4 SP, PSMT 20
FP, SP 5 FP, SP, PSMT 21
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